SESRET

Message

From: KALISCH, ELENI P. (OCA) (FBI)

Sent: Monday, March 28, 2005

7:41 AM

To

l(OCA) (FBI)

Subject: FW: Patriot Act Examples

Importance: High

ALL INFORMATTON COMTATNED
HEREIM I3 UNCLABSIFIED EXCEPT

WHERE

SEERET
RECORD 66F[ |A3035

SHOWM OTHEERWIZE

b2
b7E
..... Or ———
From: FBI)
Sent: Saturday, March 26, 2005 10:09 AM
To: I(FBT}; KALISCH, ELENI P. (OCA) (FBI)
Cc: (FBI)

Subject: RE: Patriot Act Examples
Importance: High

SEGRET
RECORD 66F:| |-A3035

Division.

b2

b7E

biC

05-

/8

Afttached is the EC that addresses the USA PATRIOT ACT provisions that have been utilized in the |
swever, the titles and file numbers are classifie

Page 1 of 2

o 09-19-2005

S2IFIED BY &517% DMH/JHF
T: 1.4 (o)
'ELLAHQIF{ O

02-19-2030

Cv-0845

b2
bé
b7C

b7E

bl
b2

T IPlease advise if you would like additional bé
clarificati b7C
bTE

----- Ori oo

From: (FBI)

Sent: Mondav_March 712005 10:01 AM b2

To: (FBD)| |(FBI);| [FBI) .,

Subjé atrio Xamples

Importance: High biC
b7E

UNCLASSIFIED

NON-RECORD

let's put something together for this request. The deadline is this Friday! wdc

----- Original Message----- b6

From: KALISCH, ELENI P. (OCA) (FBI)

Sent: Thursday, March 17, 2005 12:07 PM b7C

To: FBI_SAC's; FBI_ADs and EADs

Subject: Patriot Act Examples

Importance: High

UNCLASSIFIED

NON-RECORD

All:

As the Director mentioned at the SAC Conference earlier this week, 16 provisions of the Patriot Act are
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essage Page 2 of 2
&
scheduled to "sunset" at the end of the year. In seeking reauthorization of these provisions, we need to
provide Congress with examples of how these provisions have been helpful to us in all of our programs.
The text of the Patriot Act, as well as a summary of the 16 "sunset" provisions, are located on the OCA b2
intranet website] |
Please review these provisions and submit unclassified examples to me via e-mail no later than
Friday, March 25.
Although examples of all provisions are needed, of particular interest are examples of the following:
Sections 201 and 202 (Expanded Title lll predicates)
Sections 203 and 218 (Information Sharing)
Section 206 (Roving Wiretaps)
Section 214 (FISA Pen Register and Trap/Trace)
Section 215 (Business Records)
Section 217 (Computer Hacking victims requesting law enforcement assistance)
Although not subject to sunset, Section 213 (Delayed Notice Search Warrants) remains controversial and
examples of the utility of this provision are needed.
In your response, please identify a POC in your office in the event additional information is needed. Thank
you for your assistance.
Eleni
UNCEASSIFIED
UNCLASSIFIED
FROM: Multiple S
DECLASSIF EMPTION 1
DERIVED FROM: Multipl es
DECLASSIF XEMPTION 1

SECRET SESRET
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¥ - ) DATE: (08-15-2008

(Rev. 01-31-2003) CLASSIFIED BY 65179 DMH /JHF 05-CV-084%
REASON: 1.4 (C , DJ

ALL TMEORMATION CONTATHED SEXRET DECLASHIFY ON: 08-16-2030

HEREIN IS UNCLASSIFIED EXCEPT

WHERE ZSHOWN OTHERWIEE

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/25/2005
To: Office of Congressional Affairs Attn: AD Eleni P. Kalisch
From: b2 , bTE b2
Squad 2
Contact: | [ b6
b7C
Approved By: b2
b6
Drafted By: | l:djs b7C

b7E
Case ID #: (U) DG6F—A3035 (Pending)

Title: (U) USA PATRIOT ACT b2 , bE
SUNSET PROVISIONS

Synopsis: (U) Case narratives provided as requested.

00 (1) Derived From +— G-

D ify Om:

Details: %U% As requested by the Office of Congressional

Affairs, is providing the following case narratives which
describe Investigations aided by provisions of the USA Patriot
Act.

| Upon further

investlgation 1t was determined tnati

e

b2
b7E

b2
bé
b7a

b7E




-)

¥
gRKer

To: Offi f Congressional Affairs From: b2
Re: (U) 66F-A3035, 03/25/2005

b7E

bé
b7A

b7C

(U) Cited investigation has connections to cases
operating in several other field divisions. This has required
the coordination and sharing of information with these other
offices at variousg times in the investigation. Based upon the
international aspect of the investigation and the potential links
to terrorism, cited investigation has been coordinated

extensively with numercus foreign government law enforcement
entities.

(U) A federal grand jury indictedl

b2
bé&
b7C

b7

| was also arrested ILor | |

b7E

(U) Two sections of the USA PATRIOT Act were of
particular use during cited investigation:

2




el

SWT

To: Office of Congressional Affairs From: b2

Re: (U) |__}66F-A3035, 03/25/2005 b7E

(U) Section 203(d): Information Sharing: Information derived
from the Title III utilized in cited
investigation was shared with foreign
government law enforcement entities.

(U) Section 213: Delay in Search Warrant Notification: During

the course of the investigation, on two
instances, malil was searched and notification

was delayed.
b6

b7A

(w)

rl b7C

(U) Captd i i i i i
upon information

() |

(U) Investigation to date has included the following
investigative measures: | |

(U)l |have been charged with] |

(U) The following sections of the USA PATRIOT Act were
utilized during the course of cited investigation:

(U) Section 203(d): Information Sharing: Information derived
during the course of cited investigation was
shared among other FBI field divisions
conducting similar investigations. 1In
addition, information obtained was also v
through the course of the investigation was

S T

b6
b7A

b7C

bé
b7a

b7C

b2
b7a

L7E

b6
b7A

b7C




To:
Re:

S;xgET

Office of Congressional Affairs From:
(u) [_}66F-a3035, 03/25/2005 b7E

b2

shared among the United States Intelligence
Community and with foreign government law
enforcement entities.

5]

(U) Cited matter is an on-going investigation.

(U) The following section of the USA PATRIOT Act have

been utilized, to date, in cited investigation:

()

Section 214: Utilization of Pen Registers/Trap and Trace

Authority under the Foreign Intelligence
Surveillance Act (FISA).

[1a)

bl
b2
bé
b7a
b7C

b7E

|i8)

bl

b7a

bl
b2
b7a

b7E

| 15

s

bl
b2
b7A

b7D

b7E




3
§§9éET

To: Office of Congressional Affairs From: b2
Re: (U) [} 66F-A3035, 03/25/2005

b7E

(U) The following sections of the USA PATRIOT Act have
been utilized in cited investigation:

(U) Section 214(a): Pen Register/Trap and Trace Authority Under

the Foreign Intelligence Surveillance Act b2
(FISA) . b6
b7C
(u) | | b7E
| |- VICTIM;
ITINI -

PRODUCER/MANUFACTURER OF CHILD PORNOGRAPHY
305¢c[___J4s511

(U) Investigation was initiated as a result of bé
information provided by a local District Attornev's office which
indicated that had videotaped year old b7C

in sexually explicit poses.

W) | |

b2
b7E

(U) The following section of the USA PATRIOT Act have
been utilized in cited investigation:

(U) Section 220: Nationwide Service of Search Warrants for
Electronic Evidence.




-

To: Offi
Re: (U)
LEAD (s) :

[

s}z@'r

of Congressional Affairs

Set Lead 1:

*

-66F-A3035, 03/25/2005

(Action)

From:

(U) OFFICE OF CONGRESSIONAL AFFAIRS

AT WASHINGTON, DC

(U) Read and clear.

SEPRET

b2

bh7E




[
Méssage Page 1 of 2

4 -

F'rom (FBI) ALL INFORMATION CONTATHED

Sent: Tuesday, March 29, 2005 4:22 PM DATE D5-10-2005 By 55179 DMH/THE
Tos3 OCA) (FBI)-

Cel (FBI) b2 05-Cv-0845

Subject: FW: Patriot Act examples

bé

UNCLASSIFIED b7C
NON-RECORD b7E

]

See the below further explanation to your inquiry. Glad to be of service!

Tracey
----- Or] M —eeen b2
From] FBI) e
Sent: Tuesday, March 29, 2005 10:15 AM
To: (FBI) biC
Subject: RE: Patriot Act examples bIE
UNCLASSIFIED
NON-RECORD
After consultation with SA I:lregarding cited matter, SAIZladvised that two of the five listed bé

reasons for delayed notification would have applied: a) sub-section 3: notification would reasonably be expected 1,5¢
to result in destruction of, or tampering with, evidence; and b) sub-section 5: notification would reasonably be
expected to cause serious jeopardy to an investigation or unduly delay a trial.

| further inquired of SPI:las to a more detailed explanation. SAI |advised that cited investigation was
originally covert. If delayed notification were not available, the target of this investigation would have obtained
knowledge of the investigation. This would have destroyed the covert nature of this investigation and would
reasonably have caused the main target to destroy, and/or tamper with evidence.

----- Original Message-----
From] [FBI) b2

Se MM.ELCD.ZLZT(OS 7:29 AM b6
To OCA) (FBI) (FBI)

Subject: FW: Patriot Act examples b7C

b7E
UNCLASSIFIED

NON-RECORD

[ 1] ,

Can you please reach out to the:Fase Agent and determine the answer to bE
question?

b7C

&.OU, BIE

----- Original Message----- bé
From [OCA) (FBI)

b7C

file://H:\My%20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\exa... ~6/14/2005




Message ' Page 2 of 2

b2
P
Sent: Mondav, March 28, 2005 11:44 AM bé
To: (FBI) b7C
Subject: Patriot Act examples
bB7E
UNCLASSIFIED
NON-RECORD
I;l | already love having you in - thanks for the great Patriot Act examples in a very user- b2
riendly format!!
| have 1 quick question: In your first example, you reference using §213 (delayed notice). The statute b6
requires the govt to cite to one of five specific circumstances in requesting delayed notice. The five b7C
circumstances are set forth below. Can you let me know whicr{ relied on in seeking the delayed
notice warrant? Thanks as always! b7E

Pursuant to section 213, prosecutors can seek a judge’s approval to delay notification by making a
showing that if notification were made contemporaneous to the search, there is reasonable cause
to believe one of the following might occur:

1. notification would reasonably endanger the life or physical safety of an individual,

2. notification would reasonably be expected to cause flight from prosecution;

3. notification would reasonably be expected to result in destruction of, or tampering with,
evidence;

4. notification would reasonably result in intimidation of potential witnesses; or

5. notification would reasonably be expected to cause serious jeopardy to an investigation or
unduly delay a trial.

dedededede dode dede dedededededededede dededededeodede dede dededede e dede dode dodedede i e dede i ook de dede dede e de de de g ke e de e de e I e e ek dede e de ke dede dede dede e de dede ke ok dededede ke dedede ek e dek Aok ok ke ok dededek de ke ke ke ke dede ek

b2

Office of Confressional Affairs b6
b7C

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

file://H:\My%20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\exa...  6/14/2005




Message Page 1 of 3
& s bé

‘ b7C
From: KALISCH, ELENI P. (OCA) (FBI)

DATE: 1Z2-Z7-2005

Sent: Thursday, March 24, 2005 6:21 PM CLASSIFIED BY ‘65179[31"111/1;?/61919 05-cv-0845
TO:I OCA) (FBI) ggéigl\zéfgol\zm 12-27-2030

Subject: FW: Patriot Act Examples

UNCLASSIFIED ' 05-cv-0845

RECORD 00

----- Original M -
From |(FBI)

Sent: Thursday, March 24, 2005 6:12 PM

Toy |(FBI); KALISCH, ELENI P. (OCA) (FBI) b2
ICcﬂ | | (FBI){ |(FB){ |(FBI); b6
(FBI)
Subject: RE: Patriot Act Examples b7C
b7E

UNCLASSIFIED ' HERETH T8 UNCLASSTETEL ECEDD

RECORD 00 WHERE SHOWN OTHERWISE

Eleni,

bé

SAcmasked me to forward this to you. It was brepared by our| lin b7C
conjunction with all Program coordinators and managers) will be our POC for this initiaitive should you need

any additional information

Thanks

bé

—

b2

b7E
The following is provided in response to your request for input on the sunset provisions of the

PATRIOT Act. The three sunset provisions that thel ivision has utilized and benefitted from

the most are the information sharing, changes to primary purpose standard for FISA, and the nationwide
search warrants.

The information sharing sunset provisions of the PATRIOT Act combined with the changes to the
primary purpose standard for FISA have probably been the most vital changes brought about in the

sunset provisions of the PATRIOT Act.. Together, these provisions have allowed us to utilize the b2
criminal tools and expertise of the US Attorneys Office in coordination with our intelligence tools to bR
neutralize international terrorism targets. In| this has worked very well as the US Attorneys

office representative working with our JTTE has been a key partner in devising strategy to attack

terrorist threats. This division has numerous IT investigations where criminal investigative tools such as
federal grand jury subpoenas have been utilized. There have also been several instances where we have
obtained emergency FISAs where we discussed both criminal and intelligence objectives right from the

EE%

file://H:\My%20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\exa... 6/14/2005




Message MET Page 2 of 3

('3 3

beginning of the investigation. As a general matter, this coordination occurs on a daily basis in a manner
that would have been much more difficult if not impossible before the enactment of these sunset
provisions of the PATRIOT Act. This has increascd our efficiency in our attempts to immediately
neutralize Islamic extremists. It is the opinion of a SSA that without the ability to utilize both b7E
criminal and intelligence tools in a coordinated manner it would be nearly impossible to neutralize

terrorist targets. |: S :I |: 5 :I

The other sunset provision that has had a very significant impact on Division cases is the
nationwide search Warrantl has utilized this approximately| kimes in connection with its
investigation, and on|_ccasions in connection with a computer intrusion case (288A-
103932). experience in the use of the nationwide search warrants to obtain e-mail from
ISPs has shown that they significantly reduce the time it takes to obtain contents of e-mail accounts, and ~ »1
results in a much more efficient use of agent investigative resources. This reduction in time can allowus 12
to obtain information that would otherwise be lost because off |
| |It is foreseeable that the time saved obtaining information through the use of
nationwide search warrants could have other benefits. While we can not state with certainty that up to
this point the use of a nationwide search warrant definitely prevented an act of child sexual exploitation,
because of the reduction in time it takes to obtain e-mail information through the use of a nationwide
warrant, it is very conceivable that the use of a nationwide warrant in connection with the Innocent
Images investigation could prevent such an act of child exploitation at some point in the future.

b2

bTE

Regarding the other sunset provisions of the PATRIOT Act, while we have not had many specific
instances of implementing their use, it is certainly foreseeable that the need for their use could come up.
The sunset provision requiring the use of a FISA business court order for obtaining business records,
while certainly better than the previous law, is overly burdensome, and should be changed to allow
access to such records with an administrative subpoena. As the legislation about to sunset is written, the
FISA business record provision could be very useful, but has been under utilized because-of the length
of time it took to get the orders in the past. I believe we may see an increase in the use of FISA court
orders for business records as agents become aware that the FBI may obtain these directly from the
court. Up until recently we had to go through DOJ to obtain these and, while I do not have any specific
instances of when we tried to get one, I can tell you that when the DOJ had to obtain these orders, the
impression of the field was that it would take months to get one of these orders. We had an instance a
couple of years ago when we wanted to obtair records in an expedited manner and didn’t even b7E
bother because by the time OIPR got the order we would not need the records any more. If I recall

correctly, we were lucky because a persuasive agent obtained them with consent. Now I believe the FBI

will be obtaining these directly from the FISA court and it is anticipated that it will take much less time

to get an order. We have tried to get the word out to use these orders but up to now have not had much

of a response, in part because of the general knowledge of the previous DOJ institutional inertia.

From: KALISCH, ELENI P. (OCA) (FBI)
Sent: Thursday, March 17, 2005 12:07 PM
To: FBI_SAC's; FBI _ADs and EADs
Subject: Patriot Act Examples
Importance: High

UNCLASSIFIED
NON-RECORD

All:

As the Director mentioned at the SAC Conference earlier this week, 16 provisions of the

SECRET

file://H:\My%20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\exa...  6/14/2005




Page 3 of 3

Patriot Act are scheduled to "sunset" at the end of the year. In seeking reauthorization of
these provisions, we need to provide Congress with examples of how these provisions have

been helpful to us in all of our programs. The text of the Patriot Act, y of
ﬁhﬂﬂu&mﬁmmwl on the OCA intranet website b2

Please review these provisions and submit unclassified examples to me via e-mail no
later than Friday, March 25.

Although examples of all provisions are needed, of particular interest are examples of the
following:

Sections 201 and 202 (Expanded Title Ill predicates)

Sections 203 and 218 (Information Sharing)

Section 206 (Roving Wiretaps)

Section 214 (FISA Pen Register and Trap/Trace)

Section 215 (Business Records)

Section 217 (Computer Hacking victims requesting law enforcement assistance)

Although not subject to sunset, Section 213 (Delayed Notice Search Warrants) remains
controversial and examples of the utility of this provision are needed.

In your response, please identify a POC in your office in the event additional information is
needed. Thank you for your assistance.

Eleni

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

SECRET
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Message

From: KALISCH, ELENI P. (OCA) (FBI)

Sent: Fridav, March 25,2005 11:27 AM
Tos |(OCA) (FBI)

Subject: FW: Sunset examples

SEN IED
D
Wow!|:|is all over it!
----- Criginal Message---—-
From: (FBI)
Sent: Friday, March 25, 2005 11:25 AM
To; ) (FBI)
Cc} (FBI)
Subject: Sunset examples

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Eleni,

_SERRET

bé
b7C

bZ
bé
b7C
b7E

Page 1 of 1

DATE: 09-19-2005

CLASSIFIED BY &5179 DMH/JHE
REAZCOH: 1.4 (<)
DECLASEIFY OM: UY¥-158-2030

05-Cv-0845

ALL THEFORMATION CONTATHMED
HEREIN IS UNCLABSSIFIED EXCEPRT

WHEERE ZHOWN QTHERWIEE

Below please find the requested information re sunset provisions.

Section 214 -|

successfully utilized FISA peng
intelligence concerning international terrorism.

Yl

Which provided locally significant

Section 203/218 :Isuccessfully provided intel gained via FISA coverage to criminal agents to support an
ongoing criminal investigation into material support of terrorism.

S
DIVISION

SENSI SIFIED

SENS] SIFIED

file://H:\My%20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\exa...
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b7C

b7E

EEOR{T
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b2
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Message Page 1 of 1

From: KALISCH, ELENI P. (OCA) (FBI)
Sent: Thursday, March 24, 2005 4:43 PM

To: koca) (FBI) b6
Subject: FW: Patriot Act b7C
UNCLASSIFIED
NON-RECORD

ATLT, THEFORMATION CONTATNED

HERETH T8 UMCLAEETFIED
DATE DB-10-2005 BY 65179 DMH/JHE

----- Original Message----- -
From: FBI)

05-Cv-0845
Sent: Thursday, March 24, 2005 4:41 PM b7E
To: KALISCH, ELENI P. (OCA) (FBI)

Subject: Patriot Act

UNCLASSIFIED
NON-RECORD

Elini:

Please see the attached Patriot Act example from the[ _____ |Division. I just arrived as the Counterterrorism b2
ASAC so my personal knowledge of the %ivififn if Iimifad. Should this not suffice, or you need additional

information, please don't hesitate to call br email me. b7E
Thanks.

b2

b7E
UNCLASSIFIED

UNCLASSIFIED

file://H:\My%20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\exa... 6/14/2005




Message Page 1 of 1

From: KALISCH, ELENI P. (OCA) (FBI)

Sent: Tuesday, March 29, 2005 8:54 AM bé
To:| OCA) (FBI) bIC
Subject: FW: Patriot Act Examples

UNCLASSIFIED

NON-RECORD 05-Cv-0845
----- Original Message-———- ALL TINFORMATICH COMTATHED
Fr°'“1ﬂ_h_€TIFBI) DATE 08-10-2005 BY 68175 DMH/JHE b2
Sent: Tuesday, March 29, 2005 8:27 AM
To: KALISCH, ELENI P. (OCA) (FBI) b6
ccl foca) (Fa); | |G [FBD);| | 1oc
[FBD);| IEBLY: | [FBI)] | (FBI);
[FBD)] [(FBT) b7E

Subject: Patriot Act Examples

UNCLASSIFIED
NON-RECORD

Ms. Kalisch: b2

SACI;}equested that | forward to you some examples of positive uses of the Patriot Act by] _Division CT ~ b7E
Squads. The below is provided for your consideration:

Section 218 permitted the full coordination between intelligence and law enforcement. Previously, FISA could
only be used when foreign intelligence was the "primary purpose" of an investigation, but now it can be used

whenever foreign intelligence is a significant purpose of an investigation. Now we can take criminal information b2
derived from FISA and share/use in a criminal proceeding. We have used this provision in the | wbs
investigation in which three%ﬂeaders were indicted in| bnd charged with
RICO, Material Support, an struction of Justice in conjunction with| |crimina| terrorist activities. b7C
b7E
Section 505 allowed the SAC to approve National Security Letters (NSL). Prior to the PATRIOT Act they had to
be approved at FBIHQ and would take months to get them. As you well know, we send NSLs for approval quite
often, and the turnaround has been significantly improved.
ase suhiectl J b2
bs
b7A
I hope this is useful, and if you have any questions, please don't hesitate to call. b7E

b2

h7E

UNCLASSIFIED

UNCLASSIFIED

file://H:\My%20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\exa... 6/14/2005




S DATE: 12-08-2005
L L) CLABSIFIED bY 65179 DMHS LESDFW
ALL INFCEMATIOHN COMTAINED

. TH TS CLASS C mye REAEOM: 114H((Cfgj 93—?Y—0815)
HEREIN IS UNCLASSIEIEL S3CEFT SPCEET DECLASSTEY ON: 12-08-2030
PATRIOT ACT PROVISIONS:
COUNTERINTELLIGENCE DIVISION: EAST ASIA SECTION: CD-3D

INFORMATION SHARING:

FBI INITIATIVES:

bl

b2

bTE

{8)

15

bl
b2
bL7E

FBI INVESTIGATIONS:

5]

bl
b2

b7E

SEQRET




bl
b2

b7E

18)




l}\‘/Iessage SE%ET Page 1 of 3
From: KALISCH, ELENI P. (OCA) (FBI)
Sent: Tuesday, March 29, 2005 8:54 AM b6
To| kOCA) (FBI)
Subject: FW: Patriot Act Examples b7C
12-03-2005
roasmpoTtance; High Tr
DECLAZEIFY ON: 12-03-2030

ATTL TNFORMATTON COMNTATINED

HEERETIH I& UNCLASSIFIELD EXCEPT

WHERE SHOWHN OTHEREWIZE
----- Original Message-----
From: BEREZNAY, TIMOTHY D. (CD) (FBI)
Sent: Tuesday, March 29, 2005 8:27 AM
To: KALISCH, ELENI P. (OCA) (FBI)
Subject: FW: Patriot Act Examples
Importance: High
SENSITIVE BUT UNCLASSIFIED
NON-RE
----- Original Message----- bé
From: DESLAURIERS, RICHARD (CD) (FBI)
Sent: Thursday, March 24, 2005 12:12 PM biC
To: BEREZNAY, TIMOTHY D. (CD) (FBI)
Ccyf J(CcD) (FBI)
Subject: RE: Patriot Act Examples
Importance: High bl

b2
SENS utTu IFIED
NON-REC b7E
ITim:
A
(3]
(i8]
(5]
ET

file://H:\My%20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\exa...  6/14/2005




Message Page 2 of 3
% ‘ bl

|:S:| b7E

I hope this sensitive but unclassified CD-2 response assists OCA efforis to renew the Patriot Act "sunset”
provisions, as they pertain to Section 214. Rick

Richard DesLauriers -
Section Chief, Global Section (CD-2)

i ce Division
b2

From: BEREZNAY, TIMOTHY D. (CD) (FBI)

Sent: Monday, March 21, 2005 10:19 AM

To: DONNER, MICHAEL A. (CD) (FBI); DESLAURIERS, RICHARD (CD) (FBI); GUERIN, RONALD T. (CD)
(FBI); FAVREAU, KEVIN (CD) (FBI)

Subject: FW: Patriot Act Examples

Importance: High

B

Pls canvas your troops and provide examples to me by noon Thursday.

From: SZADY, DAVID (CD) (FBI)

Sent: Monday, March 21, 2005 8:01 AM

To: BEREZNAY, TIMOTHY D. (CD) (FBI); ANDRESS, BEVERLY (CD) (FBI)
Subject: FW: Patriot Act Examples

Importance: High

UN ED

N
b2

| know we have wxamples such as Rudy's b7E

From: KALISCH, ELENI P. (OCA) (FBI)
Sent: Thursday, March 17, 2005 12:07 PM
To: FBI_SAC's; FBI_ADs and EADs
Subject: Patriot Act Examples
Importance: High

S
N D

All;

As the Director mentioned at the SAC Conference earlier this week, 16 provisions of the Patriot Act are
scheduted to "sunset" at the end of the year. In seeking reauthorization of these provisions, we need to
provide Congress with examples of how these provisions have been helpful to us in all of our programs.
The text of the Patriot Act, as well as a summary of the 16 "sunset" provisions, are located on the OCA
intranet website| b2

Please review these provisions and submit unclassified examples to me via e-mail no later than

Friday, March 25.
55&(@‘
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%

)

Although examples of all provisions are needed, of particular interest are examples of the following:

Sections 201 and 202 (Expanded Title |l predicates)

Sections 203 and 218 (Information Sharing)

Section 206 (Roving Wiretaps)

Section 214 (FISA Pen Register and Trap/Trace)

Section 215 (Business Records)

Section 217 (Computer Hacking victims requesting law enforcement assistance)

Although not subject to sunset, Section 213 (Delayed Notice Search Warrants) remains controversial and
examples of the utility of this provision are needed.

In your response, please identify a POC in your office in the event additional information is needed. Thank
you for your assistance.

Eleni
UNCLASSIFIED
_UNCERSSIEIED.

UN D

SENSI SIFIED

SENSIT SIFIED

SEORET
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EI bé
b7C
From: KALISCH, ELENI P. (OCA) (FBI)
Sent: Tuesday. March 29. 2005 8:55 AM
To; OCA) (FBI)
Subject: FW: Patriot Act Examples
UNCLASSIFIED 05-CV-0845
NON-RECORD
DATE: 12-29-2005
_____ Original Message---- CLASSIFIED BY 6517%dmh/baw O&-cw-D845
REASCN: 1.4 1(Z)
From: BEREZNAY, TIMOTHY D. (CD) (FBI) DECLASSIFY ON: " 12-20-2030

Sent: Tuesday, March 29, 2005 8:33 AM
To: KALISCH, ELENI P. (OCA) (FBI)

: . . . ALL THEORMATION CONTATMED
SUbJeCt' FW' PatrIOt ACt Examples HEREIN IZ UHCLAZEIFIELD EXCERT

WHEERE ZHOWN OTHERWIEE
UNCLXSSIFIED
NONRECORD

From: DONNER, MICHAEL A. (CD) (FBI)

Sent: Wednesday, March 23, 2005 1:48 PM b6
To; THY D. (CD) (FBI) b7C
Cc (CD) (FBI); SULLIVAN, DONALD T. (CD) (FBI); (CD) (FBI)

Subject: FW: Patriot Act Examples

UNCL FIED

NON RD

Tim..attached are two examples identified by the A unit concerning the benefits of the Patriot Act supporting Cl
investigations.

Donner

I:l.thanks for the input.

----- Original Message-----
From [CD) (FBI)
Sent: Wednesday, March 23, 2005 12:51 PM b7¢
To: DONNER, MICHAEL A. (CD) (FBI)

Cc (CD) (FBI); kcD) (FBI)

Subject: RE: Patriot Act Example

b6

UN SIFIED
NON-RECORD

Mike - Here are two examples in support of continuning or reauthorization of the roving authority and the FISA
pen register and trap and trace section:

EX 1: In 2004 shortly after the roving authority was implemented aH

bl
b2

b7E

SECRET
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| This

would not have been possible without the roving authority.

Regards, dm b7C

----- Original M i

From (CD) (FBI)

Sent: Monday, March 21, 2005 11:15 AM

To: (CD) (FBIY;] (CD) (FBI);| [CD) (FBI);

CD) (FBD)| (CD)(FBI);| [(CD)(FBI);
CD) (FBI [(CD) (FBI);| |(CD) (FBD)] |

(CDY(FED);| [(CD) (FBI)

Subject: FW: Patriot Act Examples

Importance: High

UNCLASSIFIED
NON-RECORD

All-

Please review and send any examples toIZlacting UC on Wed). - please combine responses
and send them up to Mike Donner.

thanks

From: DONNER, MICHAEL A. (CD) (FBI)

Sent: Monday, March 21, 2005 11:13 AM

Tai CD) (FBLY: CD) (FBI);| lcD) (FBD);
D) (FBI)] CD) (FBI)

cc:| | (CDY(FBT)

bé

bl
b2

b7E

L&)

e

bé

b7C

Subject: FW: Patriot Act Examples biC

Importance: High

UNCLASSIFIED
NON-RECORD

All..attached provided from DAD Bereznay concerning Patriot Act..kindly respond to me by noon
Wednesday with any examples ..unclassified..in support of continuning or reauthorization of certain
provisions.

Donner

From: BEREZNAY, TIMOTHY D. (CD) (FBI)

SECRET
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Sent: Monday, March 21, 2005 10:19 AM

To: DONNER, MICHAEL A. (CD) (FBI); DESLAURIERS, RICHARD (CD) (FBI); GUERIN, RONALD T. (CD)
(FBI); FAVREAU, KEVIN (CD) (FBI)

Subject: FW: Patriot Act Examples

Importance: High

3

UNCLASSIFIED
NON-RECORD

Pls canvas your troops and provide examples to me by noon Thursday.

From: SZADY, DAVID (CD) (FBI)

Sent: Monday, March 21, 2005 8:01 AM

To: BEREZNAY, TIMOTHY D. (CD) (FBI); ANDRESS, BEVERLY (CD) (FBI)
Subject: FW: Patriot Act Examples

Importance: High

UNCLASSIFIED
NON-RECORD

b2

| know we have wxamples such as Rudy's|

b7E

From: KALISCH, ELENI P. (OCA) (FBI)
Sent: Thursday, March 17, 2005 12:07 PM
To: FBI_SAC's; FBI_ADs and EADs
Subject: Patriot Act Examples
Importance: High

UNCLASSIFIED
NON-RECORD

All:

As the Director mentioned at the SAC Conference earlier this week, 16 provisions of the Patriot Act are
scheduled to "sunset” at the end of the year. In seeking reauthorization of these provisions, we need to
provide Congress with examples of how these provisions have been helpful to us in all of our programs.
The text of the Patriat Act as well as 2 summary af the 168 "sunset" nravisions, are located on the OCA
intranet website

b2

Please review these provisions and submit unclassified examples to me via e-mail no later than
Friday, March 25.

Although examples of all provisions are needed, of particular interest are examples of the following:

Sections 201 and 202 (Expanded Title Ill predicates)

Sections 203 and 218 (Information Sharing)

Section 206 (Roving Wiretaps)

Section 214 (FISA Pen Register and Trap/Trace)

Section 215 (Business Records)

Section 217 (Computer Hacking victims requesting law enforcement assistance)

Although not subject to sunset, Section 213 (Delayed Notice Search Warrants) remains controversial and
examples of the utility of this provision are needed.

In your response, please identify a POC in your office in the event additional information is needed. Thank
you for your assistance.
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(4

m
)
3

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

R

UNC SIFIED

UNCLASSIFI

UNCLASSIFIED

NC SIFIED

UNCLASSIFIED

SRR

UNCLA IED
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Message Page 1 of 2
¢ - 7
ALL THEORMATION CONTAINED

From:| kCID) (FBI) HEREIM I8 UNCLASSIFIED bé

DATE 0B-11-200&8 EE17% DMH/SJHE

Sent; Thursday, March 24, 2005 9:13 AM ) b7C
To:| |OCA) (FBD) 05-CV-0845

Cc: WILLIAMS, WK (CID) (FBI); GREGORSKI, CHAR‘mM@;LlURRUS, JAMES H.
(CID) (FBI); CUNNINGHAM, CHARLES J. (CID) (FBI); (CID) (FBI);

I [CID) (FBI); MINES, MICHAEL C. (CID)(FBIY; (CID) (FBI);
PIERCE, D. S. (CID) (FBI); ROONEY, CHARLES J. (CID) (FBI);IWTS%SWE ER, CHRIS (CID) (FBI);
METZ, THOMAS R. (CID) (FBI); SIEGLE, DEREK M. (CID) (FBI); JACKSON, JOHNNIE E. (CID)

(FBID) CID) (FBI); KALISCH, ELENI P. (OCA) (FBI)
Subject: RE: Patriot Act Examples

UNCLASSIFIED
NON-RECORD b6
}eferred me to you for guidance on the requested Patriot Act Examples for the Sunset p7e
provisions - CID has numerous examples to support the continued need for easy information sharing between,
CT, Cl and Criminal. CID previously prepared a list of cases showing this interrelationship for a response to the
WMD commission. This slightly reworked list is attached - it has been somewhat sanitized but still contains some
very sensitive information - classified or unclassified.
| wanted you to take a look at it because | am concerned the more sanitized the information, the less weight it
carries in support of our arguments.
Thanks o __| b2
b6
----- Original Message-----
From: SWECKER, CHRIS (CID) (FBI)  °7¢
Sent: Sunday, March 20, 2005 5:21 PM
To: CID) (FBI)
Cc: WILLIAMS, WK (CID) (FBI); BURRUS, JAMES H. (CID) (FBI);| |(CID) (FBI); bé
CUNNINGHAM, CHARLES J. (CID) (FBD)] J(c1D) (FBI);] [SE) (FBI);
MINES, MICHAEL C. (CID){(FBI);| [CID) (FBI); PIERCE, D. S. (CID) (FBI); ROONEY, b7C
CHARLES J. (CID) (FBI); |(CID) (FBI)

Subject: FW: Patriot Act Examples
Importance: High

UNCLASSIFIED
NON-RECORD

|:|will coordinate our response. Pls canvass for examples. b6

Chris Swecker b7C
----- Original Message----- ,

From: KALISCH, ELENI P. (OCA) (FBI)

Sent: Thursday, March 17, 2005 12:07 PM

To: FBI_SAC's; FBI_ADs and EADs

Subject: Patriot Act Examples

Importance: High

UNCLASSIFIED
NON-RECORD

All:

As the Director mentioned at the SAC Conference earlier this week, 16 provisions of the Patriot Act are
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N

scheduled to "sunset" at the end of the year. In seeking reauthorization of these provisions, we need to
provide Congress with examples of how these provisions have been helpfuf to us in ali of our programs.

The text of the Patriot A s well as a summary of the 16 "sunset" provisions, are located on the OCA
intranet websit

Please review these provisions and submit unclassified examples to me via e-mail no later than
Friday, March 25. '

b2

Although examples of all provisions are needed, of particular interest are examples of the following:

Sections 201 and 202 (Expanded Title Il predicates)

Sections 203 and 218 (Information Sharing)

Section 206 (Roving Wiretaps)

Section 214 (FISA Pen Register and Trap/Trace)

Section 215 (Business Records)

Section 217 (Computer Hacking victims requesting law enforcement assistance)

Although not subject to sunset, Section 213 (Delayed Notice Search Warrants) remains controversial and
examples of the utility of this provision are needed.

In your response, please identify a POC in your office in the event additional information is needed. Thank
you for your assistance.

Eleni
UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED
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DATE: 09-19-2005
CLASSTFIED BY 65175 DMH/JHF
REASON: 1.4 (<)

DECLASSIFY OM: 09-19-2030

ALL THEFORMATION CONTAIMELD PATRIOT ACT
HEREIN IS UNCLAZEIFIED EXCEPRT
WHERE SA0WN QIUHERWIGE SUNSET PROVISIONS

05-Cv-0845

CID EXAMPLES OF THE NEED FOR
PATRIOT ACT SECTIONS 203 AND 218 (INFORMATION SHARING)

Experience has taught the FBI that there are no neat dividing lines that distinguish
criminal, terrorist, and foreign intelligence activity. Criminal, terrorist and foreign intelligence
organizations and acts are often interrelated or interdependent. FBI files are full of examples of
investigations where information sharing between counterterrorism, counterintelligence and
criminal intelligence efforts and investigations was essential to the FBI's ability to protect the
United States from terrorists, foreign intelligence activity and criminal activity. Some of these
examples which support the need for continued information sharing between criminal,
counterterrorism and counterintelligence efforts are set forth below:

B2
A. Transnational Criminal Enterprises

b7A

1. b7E

b2

b7A

b7E

Ungoing.

b2 , b7a, b7E

b2

b7A

b7E

| Ongoing.

3. Alien Smuggling

b2

b7E

SEQRET .




SERRET

The following are examples of criminal intelligence developed and disseminated b2
on alien smuggling matters: b6
a. |FBI | b7A
b7E
b. | FBI
b2
< b7a
b7E
d. FBI

s

bl
b2
bé
b7a

b7C

b7D iy

b7E

b2
bé

[ Ongoing. b7A

b7C
b7E




the arrest, indictment and subsequent deportation of the subjects from Hong Kong to|

The charges included narcotics violations and providing material support to Al Qaeda.

8.

Ongoing.

10

b2 ,b7A, bTE

b2

b7E

b2
bT7a

b7E

be
bé
b7a
b7C
bL7E

b2
b7A

b7E

b2

b7E




zgs{Er

b2
B. Americas Criminal Enterprises (drugs/gangs/major theft enterprises) bE
1, k1oom]™ J280706) 2818 ]281341) i
| b7C
b7E
Investigation began as a Pentbomb lead concerning |in| | '
as identified and determined to be a Taliban/Al Qaeda associate. He was a
financial contributor to the Taliban and| [where
drug trafficking took place. He filed a fraudulent death claim for| Jwith an insurance
company and was convicted of mail fraud. One of his employees was located in] __|nd
deported after a drug conviction.
2. |
b2
b7A
b7E
3.
b2
b6
b7A
[Ongoing
b7C
4. b7E
. Ongoing. b2
b7A
S, b7E
[Ongoing. SE ET
b2
b6
b7A
b7C

bTE




b7a
b7E
C. White Collar Crimes
1. Unlawful Redemption | |265c[142132,
265F] |}282769)
b2
b6
b7A
Ongoing. bTE
b2 , b7A, LIE
2.
b2
b6
b7A
b7C
3 (2724 [97082) 1»2 , b6, b7C, bTE b7E
A drug/money laundering investigation identified subjectsin Colombia, Spain,
England and U.S., including a subject affiliated with the United Self-Defense Forces of
Colombia (AUC), which is a recognized Foreign Terrorist Organization. Subject wants to
purchase a bank in the U.S. to facilitate laundering of drug proceeds. Ongoing.
4. | | b2 , b7a, LIE
b2
b7A
b7E
]Ongoing
b2
5. Express Cleaners (272D] [140807) D7E
Investigation determined subjects were in position to launder millions through a
location outside the U.S. through Lebanese and Saudi Arabian banks. The money would be
returned to U.S. "clean" for a 20% fee. Two subjects identified had links to terrorists or terrorist
activities. b2 , b6, bTA, bIC, bTE
6.
b2
b7A




b2 , b6, b7C, b7C, bTE

7.
8 b2 , b6, b7C, bIE

UNgomng.

[Vngomg. -, , b6, b7A, bIC, bIE
9 |
10. b2 , b6, b7a, bIC, bIE

| Ongoing.
b2 , b6, bIA, bIC, bIE

11.
12. b6 b7a, b7C

SEQRET

b2
bé
b7a
b7C

b7E

b2
b7A
b7E

bl

(05 e

b7a

b7E

b2
b6
b7a
b7C

b7E

b2
b7A

b7E

bé
b7a

b7C




b2
bé
b7a
b7C
b7E

SECKET

D. Public Corruption

1 | ) | b2 , b7A, bTE

| Ongoing.

2 b7A

3. | |(265B] 42623

Ongoing.
E. Civil Rights
1. Human Trafficking Investigations

Target organizations who traffic in aliens to be used as domestic servants,

prostitutes and migrant workers. Investigations also develop foreign intelligence information.

SECRET

b2

b7a
bL7D
b7E

b2
b7A
b7D

bTE

b2
b7A

bT7E

b2
b6
bT7a
b7C
b7E




- 'ﬂ Message Page 1 of 2

From: KALISCH, ELENI P. (OCA) (FBI)

Sent: Friday, March 25, 2005 9:15 AM b6
To: [(OCA) (FBI) b7C
Subject: FW: patriot act provisions survey ig;ggﬁf“ﬁf;ﬁL;ﬁigmf’
DETE DB-11-2005 BY &5179 DMH/JHE
UNCLASSIFIED
RECORD 1a-c545 05-CV-0845

----- Original Message----- b2
Fromi| [(FBI) b6
Sent: Friday, March 25, 2005 9:09 AM

To: KALISCH, ELENI P. (OCA) (FBI) b7C

Subject: RE: patriot act provisions survey bIE

UNCLASSIFIED
RECORD 1a-c545

: : o . b2
Based on an office-wide canvas, the only example to prO)a.d.umm.t.na'_lDlvmmn rel
f the PATRIOT ACT reaarding roving FISA surveillance b6

b7A

b7C

Jis on AL until April 4. POCat[______n the interim if b7E

From: KALISCH, ELENI P. (OCA) (FBI) b2
Sent: Fri :35 AM bé
To: (FBI) bIC
Subject: RE: patriot act provisions survey

b7E

UNCLASSIFIED
NON-RECORD

Here is the tasking e-mail. Informal e-mail responses were requested. Thanks.

----- Original Message-----

From: (FBI) b2
Sent: Friday, March 25, 2005 8:00 AM

To: KALISCH, ELENI P. (OCA) (FBI) b6
Subject: patriot act provisions survey b7C
UNCLASSIFIED P7E
NON-RECORD

Hi... I'm preparing:esponse to your inquiry and will submit an email regarding same, but

was wondering if there is an EC setting out a lead regarding this inquiry. | can prepare an EC and

email it to you as an attachment for esponse, or simply send an email. Please let me b2
know if you'd like a formal EC in response. Thank you!

b7E

UNCLASSIFIED
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UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED
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Message Page 1 of 3
Vs SECRET

From: KALISCH, ELENI P. (OCA) (FBI)

Sent: Thursday, March 24, 2005 4:07 PM pATE: 03-19-2003 .
CLASSIFIED BY 65179 DMHSTHF

To:| [(OCA) (FBI) bé REASON: 1.4 (<)

Subject: FW: Patriot Act Examples b7C DECLASSIFY ON: 03-19-2030

NON-RECORD ATT THNFORMATTON COMTATNED

HEREIM IS8 UNCLAZSSIFIEDR EXCEPRT
WHERE SHOWN OTHEEWIZE

b6 05-Cv-0845
----- Original Message----- B7C
From: krBD)
Sent: Thursday, March 24, 2005 3:58 PM
To: KALISCH, ELENI P. (OCA) (FBL)
cc| lFBI); |Fen) b2
Subject: RE: Patriot Act Examples b7E
u D
NON-RECORD
Ms. Kalisch:

b2

Thev following is informati s able to gather from our CT squad inI:I am still waiting for information b7E
fromour CT squad i but they are all working a time critical investigation this week and | doubt I will

have any additional information from them before COB 3/25. When | get information from this squad | will forward -

it.

13

bl
b2
b7Aa

b7E

The undersigned is the point of contact for the]______|Division for any follow-up questions.

—

b2 b2
b6 b7E
SEDRET
b7E

----- Original Message-----

From |(FBI)

Senﬂb.uﬁﬁthm_uth?S 2:21PM

To FBI) b2

Cc: [FBI) be

Subject: FW. Patriot Act Examples

Importance: High b7C

b7E
UNCLASSIEIED
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Message Page 2 of 3

2 - e

NON-RECORD b6

I:IDIease handle this. I:l b7C

----- Original Message-----

From: KALISCH, ELENI P. (OCA) (FBI)
Sent: Thursday, March 17, 2005 12:07 PM
To: FBI_SAC's; FBI_ADs and EADs
Subject: Patriot Act Examples
Importance: High

UNGLASSIFIED
NON-RECORD

All;
As the Director mentioned at the SAC Conference earlier this week, 16 provisions of the Patriot Act are

scheduled to "sunset" at the end of the year. In seeking reauthorization of these provisions, we need to
provide Congress with examples of how these provisions have been helpful to us in all of our programs.

The text of the Patriot Act, as well as a summary of the 16 "sunset’ provisions, are located on the OCA
intranet websitel

Please review these provisions and submit unclassified examples to me via e-mail no later than
Friday, March 25.

b2

Although examples of all provisions are needed, of particular interest are examples of the following:

Sections 201 and 202 (Expanded Title lll predicates)

Sections 203 and 218 (Information Sharing)

Section 206 (Roving Wiretaps)

Section 214 (FISA Pen Register and Trap/Trace)

Section 215 (Business Records)

Section 217 (Computer Hacking victims requesting law enforcement assistance)

Although not subject to sunset, Section 213 (Delayed Notice Search Warrants) remains controversial and
examples of the utility of this provision are needed.

In your response, please identify a POC in your office in the event additional information is needed. Thank
you for your assistance.

Eleni

UNCLASSIFIED EE%T

UNCLASSIFIED

UNCLASSIFIED
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ALL THEFORMATION CONTATNELD
HEREIN I8 UNCLASSIFIED
DATE 0B-11-2005 BY &517% DMH/JHF

Cyber Division - Patriot Act Examples 05-Cv-0845

b2
b5
b7D
b7E

b2

b7a

b7D

b7E




&

Message SEE E ET Page 1 of 4

From:| )}FBI) b2
Sent: Wednesday, March 30, 2005 7:52 AM be
To: [OCA) (FBI)
Ce: , FBD] (3397 I
| |(r131) b7E
ubject: : CIFIC EXAMPLES ON THE PATRIOT ACT PROVISION - Voluntary Disclosure
by ISP
LATE: 12-28-2005
UNCLASSIFIED CLASSIFIED BY 85 179dmh/ baw R P nn
NON-RECORD ;EigﬁQbI;fhlUIII:‘ 12-29-2030 i;TREE\;FIm;;ELE I?E;;TIEICEPT
o o T WHERE SHOWN OTHERWLISE

' b2
| |SA| kvas notified by the USAO that the order was signed to unseal the case by the Magistrate
Judge regarding t| nple on the Voluntary Disclosure by an ISP. Do you need a copy of the Order? Also, bé
please notify me i |can provide you with any other data. b7C
Thanks! | b7E

. b2
----- Original Message-----
From: (FBI) bé
Sent: Tuesday, March 29, 2005 4:32 PM b7C
To] [FBI)
cc:| _ [FBT) b7E
Subject: RE: SPECIFIC EXAMPLES ON THE PATRIOT ACT PROVISION
UNCLASSIFIED
NON-RECORD
;Jus; got a call from the USAQ, the arder has been signed and they will forward a copy to me via the mail. b6
b7C

----- Original Message-----

From: FBI)
Sent: Tuesday, March 29, 2005 10:46 AM
Toy [FBL); FBI)

Cc:| |FBI)

Subject: RE: SPECIFIC EXAMPLES ON THE PATRIOT ACT PROVISION

UNCLASSIFIED
NON-RECORD

[ 1]

b2
bé
b7C

b7E

Please confirm to me by email regarding the order filed to unseal the case by which information may be  bé

released. Congressional Affairs is waiting on your response.

-
SEPRET
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Message
5
----- Original Message-----
From: IFBI)
Sent: Mondav, March 28. 2005 5:08 PM b2
To: [FBI); [FBI) b6
Subject: RE: SPECIFIC EXAMPLES ON THE PATRIOT ACT PROVISION .
C

UNCLASSIFIED b7E
NON-RECORD

i spoI;e withl regarding this matter and she stated that the case were under
seal. However, as the case was being closed she felt there would not be a problem unsealing the
matter. She indicated she would submit the order to unseal the matter today (3/29/2005).

— Additional information |5 :'

o)

b2
bé
b7C
b7D
b7E

.

IJ.e.Lm.a know if this is all you need. b2
b6
P.S. | am at headquarters, the only way to get a hold of me is via my pager b7C

————— Original Message-----

From |(FBI)

Sent: Monday, March 28, 2005 12:48 PM b2
To EBID

Cc:|

(G FBI) b6
Subject: RE: SPECIFIC EXAMPLES ON TFIE_ATRTO_A'Cr_IP T ACT PROVISION b7C

UNCLASSIFIED b7E

NON-RECORD

The public disclosure is fine with me but do no refer to the specific case file

SEGRET
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Message

5

because this case is in support of a Group 1. | o

ET Page 3 of 4
bl , b2, b7D, b7E

bl
b2
bB7D
kB7E

SSA| |
Cyber Squad
----- Original Message----- b2
From |FBI) b6

SeTL_EndZLMaum.E_ZQQf 3:12 PM
To FBI) fFBI) b7C

| |(FBT); COWARD, RODERICK W[__|FBI);

‘ b7E
FBI)
Subject: SPECIFIC EXAMPLES ON THE PATRIOT ACT PROVISION
Importance: High
UNCLASSIFIED b6
NON-RECORD
b7C

[ ]

in 2004, you reported the below information regarding the Patriot Act Provisions. HQ,
| |Office of Congressional Affairs, is requesting the following:

* On the §212 case - this is a great example and factually distinct from most that we
have for this provision. What's the status of this investigation and the classification of
the information contained in this narrative? Can this info be used in a public
statement? If not, is there anything we can say publically?

Please respond by email tq Peadline: COB March 28, 2005. The
Director will be testifying before Congress on the information you provide (per . b7C
Office of Congressional Affairs).

E—

1.

-Voluntary Disclosure by ISP | QCT 10/22/04
(18 USC §212) BI received a lead from the legatin[ |

| regarding an internet threat agains
eople if they did not pull their tr
out of [raq. The web site hosting this bulletin b

was hosted at | 4 based internc
|: S :| [ service provider contacted

regarding this matter and they provided us acce |: E :|
the electronic content of the server in order to

identify the source of the threatening post.

UNCLASSIFIED
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Message 13 l}ﬁ ET Page 4 of 4

UNCLASSIFIED

UNCLA?%IFIED
UNCLASSIFIED

UNCLASSIFIED
UNCL;ESJFIED )

UNCLB}S{IED

E:;KR\ET
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Message ' Page 1 of 1

From: KALISCH, ELENI P. (OCA) (FBI) bé
Sent: Friday, March 25, 2005 11:26 AM w7

To: (OCA) (FBI) b2
Subject: FW TVISION PATRIOT ACT EXAMPLES 7E

UNCLASSIFIED

NON-RECORD
ATT, THFORMATTON CONTATNED
HEREIN I% UNCLAZSIFIED # 05-Cv-0845
DATE DBE-F3-2005 BY €517% DMH /JHF

----- Original Message-----

From:| FBI)
Sent: Friday, March 25, : b2

To: KALISCH, ELENI P. (OCA) (FBI)

bé

cc:l [eBD) keend kFBI);

YFRTY:| |FBI);] [FBI); b7C

(FBI) b7E

Subjecy PIVISTON PATRIOT ACT EXAMPLES
UNCLASSIFIED
NON-RECORD
Eleni,

ivision references your email dated March 17, 2005, concerning the request for reporting Division Patriot
Act examples. In 2002, mplemented a tracking report regarding use of various Patriot Act provisions,
which are noted in the attached two statistical reports.

If you have any questions, you may contact Paralegal Specialis| |at| | b2
— :
b7C
UNCLASSIFIED p7E

UNCLASSIFIED
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bl

b2
o133
b7A
b7C
b7E

Message Page 1 of 4

¥ | IFBI) DATE: (9-19-2005 b2
rom: CLAZRIFIED BY ?5179 DMH/ THF

Sent: Tuesdav March 29, 2005 7.4O’ijﬁl)vl(FBI EZEZLNLUUJ' 09-19-2030 o6

To b7C

Ce: \FBD; (3230 N

[(FBI)

Subject: RE: Follow-up reIIIExamples - Patriot Act

UN ED
N

ALL INFORMATTON COMNTAINED

HEFETIM T8 UNCLASSTFIED EXCEPRT
WHERE SHOWM OTHERWIZE

[ 1]

b2

Please review the below (blue) responses you reguested from the|:|Division concerning the Patriot Act. If

you need further info, you may reach me a

bé

Paralegal Specialist

b7C

b7E

b2
..... Or' i ————
From: |coca) (FBI) bé
Sent: Friday, March 25, 2005 1:44 PM b7C
To FBI); | [FBI)
Subject: Follow-up re| anmples b7E
UNCLASSIFIED
NON-RECORD

Thanks very much for your input re the Patriot Act. | have a couple of questions re the specific examples

below, as follows:

5

- j2)
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Message SEC Page 2 of 4
SEREET
file://H:\My%20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\exa... ~ 6/14/2005




bl
b2
be
b7C
b7E

Ls

Message Page 3 of 4

5]

13

SEBRET
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13

bl
b2
b6
b7C
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DATE: [B-Z3-2005

SATETED By 45178 TME JTdw

SRR

ALT TNEORMATICON CONTATHED
JESEIN 1D TICTROETFIED ZRCRDT
WHERE SHOWUN OTHERWIRE

0N L4 (o

LASRIFY (W: 08-23-20

TERRET 5

bl
b2 |



i

SEDEET

Message

= 'ﬁ

From: KALISCH, ELENI P. (OCA) (FBI)

Sent: Wednesday, March 30, 2005 7:55 AM
To: |OCA) (FBI)

Subject: FW: Patriot Act Examples

UN ED
-REC

From BI)
Sent: Tuesday, March 29, 2005 5:44 PM
To: KALISCH, ELENI P. (OCA) (FBI)

Cc; |(FBI)
Subject: Patriot Act Examples

UNCLASSIFIED
NON-RECORD

Ms. Kalisch:

b2

b7C

b7E

Page 1 of 2

bé

b7C

DATE: 09-18-2005

CLASSIFTED BY 65179 DMH/JHE
REASON: 1.4 (o)

DECLASSIFY OM: 0%9-13-2030

ALL THFORMATION CONTATHED
HEREIN I8 UMCLASSTIFIED EXCERT
WHEFE SHOWN OUUHABEEWLSE

v e-mai| of 3/17/05, you asked for unclassified examples wherein specific Patriot Act provisions were used.

The Division was polled and the following are a summary of responses received.

With regard to the use of Section 214, which deals with FISA Pen Registers and Traps and Traces, that

technigue has been used |

ases with the following results:

b2
b7E

SEBEET

ﬁle://H:\My%2ODocument_s\WPDocs\LE ISSUES\patriot%?20act%20reauthorization\exa...
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- SECRET Page 2 of 2

Message
LR Y

My apologies for submitting this late.

b2
bé
b7C
b7E
UNC IED
UN |IED

file://H:\My%20Documents\WPDocs\LEGISSUES\patriot%20act%20rcauthorization\exa... ~ 6/14/2005




MeSSﬂge ATLT THFORMATTON COMTATNED Page 1 0f2
HERETH T8 UNCLASSIFIED EXCEDT

- <. ._ 5 WHERE SHOWM OTHERWIEE PER OGA LET. DTD. 8/30/05
From: KALISCH, ELENI P. (OCA) (FBI)

Sent: Thursday, March 24, 2005 6:31 PM '
To: l(0CA) (FBD) b6
Subject: FW: Declassification EMT b7C
S
N D DATE: D8-23-2005
SEIFIED BY 65179 DMH / JHF 05-Cwv-05845
1.4 (o

FYI

From: Caproni, Valerie E. (OGC) (FBI)
Sent: Thursday, March 24, 2005 6:24 PM
To: BALD, GARY M, (DO) (FBI); PISTOLE, JOHNLS. (DO (EBTY: SZADY, DAVID (CD) (FBI); BAGINSKI, MAUREEN

A (D : JULIE F. (OGC) (FBI); (OGC) (FBI): BOWMAN, MARION E. (OGC)
(FBI) (OGC) (FBI) [(OGC) (FBIM oGe)(FBI);
BEREZNAY, TIMOTHY D. (CD) (FBI); HULON, WILLIE T. (CTD) (FBI)] [(O1)(FBI) b6

Cc: KALISCH, ELENI P. (OCA) (FBI); CHANDLER, CASSANDRA M. (OPA) (FBI); STEELE, CHARLES M (DO)(FBI) b7C
Subject: Declassification

S
-RE

In connection with the run up to the Patriot Act hearings, the AG would like to publically disclose some data.
Please let me know if you have a view, pro or con, and how strongly you feel about the issue. This is what they
want to disclose:

1. 215: how many times the authority has been used, and the number of times it has been used to obtain specific
- categories of information.

So you know, the answer is: it has been used preci jttle - i than| . fimes. The primary

category of information that has been obtained is Lay |: E :I

The one maybe dicey use was fo “ is confirming that order was bl
eventually signed.]

2. 215: how it hasn't been used. | don't know for sure, but | assume the AG would like to say we've never used it ;4
to get library or medical records.
b7C

3. FISA pen registers b7E

a. The annual number of FISA pen registers.

b. A hypothetical explaini i ! i enerally the question is; are
FISA pens all that valuable? but are they of much value to

us?

4. The number of estimated person hours saved because of the longer renewal periods on FISAs. [OIPR is
developing this number.]

The AGs office wants an answer by COB Friday, so please let me know ASAP.

SEp{ET

UN D
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N, 7

UN IED

SENEET
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Message Page 1 of 3
- " WHERE SHOWM OTHEEWIEE
From:; |FBI)
Sent: Monday, March 28, 2005 11:54 AM
Tol?'t‘_ OCA) (FBI) pars: 12-29-2005 A b2
) CLASSIFIED BY 65173DMH/BAN 15-cv-0845
Subject: RE: PATRIOT ACT EXAMPLES  reacon: 1.4 cc oy ’ b6
DECLASEIFY QN: 12-289-2030 bIC
SENSITIVE BUT UNCLASSIFIED
NON-RECORD b7E
I finally got a response, and was advised that #5 - jeopardizing an investigation, was the reason cited in
both delayed notice warrants.
----- Original Message-----
From{ ocA) (FBI) b2
Sent: Friday, March 25, 2005 11:23 AM bé
To:| |FBI)
Subject: FW: PATRIOT ACT EXAMPLES b7C
b7E
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
bl
:hhanks very much for the examples below. Can you find out which of theIZ}specific |: S :' b2
circumstances was cited in the delayed notice warrants?
bTE

Aedede S de de s dod Ao e e A de e e e o de e i o e dede ke e e e e e e ok e e ok o ok e ke e ok e e e ok e e ke e e e e e e e ek e e e e de e e gk e e ok e e e vk o e o o ke o e e e ok e e e e e e e e e e e e e e e e vl e ok e de e e e e e ek ok

Pursuant to section 213, prosecutors can seek a judge’s approval to delay notification by making a
showing that if notification were made contemporaneous to the search, there is reasonable cause
to believe one of the following might occur:

. notification would reasonably endanger the life or physical safety of an individual,

. notification would reasonably be expected to cause flight from prosecution;

. notification would reasonably be expected to result in destruction of, or tampering with,
evidence;

. notification would reasonably result in intimidation of potential witnesses; or

. notification would reasonably be expected to cause serious jeopardy to an investigation or

unduly delay a trial.

(¥ - W N =

Please call if you have questions. Thanks,

Office of Congressional Affairs

From: KALISCH, ELENI P. (OCA) (FBI)

Sent: Friday, March 25, 2005 1:17 PM b2
Toy| CA) (FBI) bé
Subject: FW: PATRIOT ACT EXAMPLES

b7C
SENSITIVE BUT UNCLASSIFIED 7B

NON-RECORD

SESEET

file://H:\My%20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\exa... 6/14/2005




-

SECRET

Message Page 2 of 3
-7 b2
bé
From: |FBI)
Sent: Friday, March 25, 2005 1:11 PM b7C
To: KALISCH, ELENI P. (OCA) (FBI) b7E
Subject: FW: PATRIOT ACT EXAMPLES
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
----- Original Message-----
SENS IFIED
NON- ;
Per your E-mail request of March 17, 2005, attached please find unclassified examples of how various
Patriot Act provisions have benefitted th Division. Should you need additional information, the
|:|Office Point of Contact is SS telephone number]| |

Sections 203 & 218 - Information Sharing

18]

These sections provided new information sharing capabilities between criminal and intelligenc,e"
investigations for [Qieijgn intelligence information and information obtained via a Title Il electronic

surveillance. The has disclosed forgiani
wire, oral, and electronic communication

law enforcement, intelligence, protective, immigration, national defense or national securi

to assist the official receiving the information in the performance of his/her official duties, A s

the recipients of this foreign intelligence information includes|

e interception of
to other federal
ty officials in order

artial list of
the Bureau of

Immigration and Customs Enforcement,|

| and the Detense Intelligence

Agency. The foreign intelligence information shared was related to the national security and defense of the
United States as well as clandestine intelligence activities by agents of a foreign power.

Section 212 - Voluntary Disclosures

b2
b6
b7C
bLT7E

bl
b2

bIE

|ts

bl
b2
bé

b7C

b7E

Section 213 - Delayed Notice of the Execution of a Warrant (Not a "sunset" provision, but examples

were requested.)

ey

=

18

ok
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Message SEE EEET | Page 3 of 3

o . v *

\\SENSITIVE BUT UNCLASSlFIEg
YSEXVIVE BUT UNCLASSIFIED

SENSITIVE BUTAUNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENs/m/BUT UNCLASSIFIED

SEDEET

file://H:\My%20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\exa...  6/14/2005




Message : Page 1 of 2
5 SEIS(RET

From: KALISCH, ELENI P. (OCA) (FBI) b6
Sent: Friday, March 25, 2005 1:17 PM biC

To:| CA) (FBI)

Subject: FW: PATRIOT ACT EXAMPLES

SENSITIVE BUT UNCLASSIFIED CEAGETEIED v B9179 DHE/JHE 05-CV-084S
NON-RECORD REASON: 1.4 (o)

DECLASSIEY ON: 08-1%-2030

-----Or' i ———
From (FBI) b2
Sent: Fnday, Marc ; 1:11 PM b6

To: KALISCH, ELENI P. (OCA) (FBI)

Subject: FW: PATRIOT ACT EXAMPLES b7C
b7E
SE BUT UNC D ATLL THEORMATTON CONTATIMNED
NON-REC l’i‘E‘R‘E_LN J.-J }JI"-J[J;ASSlE:'l}::U ]L:NCE&"l'
WHEEREE SHOWN QOTHERWISE
-----Original Message----- b2

bé

SENSITIVE BUT UNCLASSIFIED .
NON-RECORD

b7E
Per your E-mail request of Ma D05, attached please find unclassified examples of how various Patriot Act
provisions have b i Division. Should you need additional information, thH Office Point

of Contact is SSA{ elephone numbe} |

Sections 203 & 218 - Information Sharing l: E :I

These sections provided new information sharing capabilities between criminal anrd,inte'll‘igrénce in gations for
foreign intelligence information and information obtained via a Title Il electronic surveillance. Th D has bl
disclosed foreigp intelli i i ' interception of wire, oral, and electronic

communication o other federal law enforcement, intelligence, b2
protective, immigration, national defense or national security officials in order to assist the official receiving the bIE

information in the performance of his/her official duties. A partial list of the recipients of this foreign intelligence

' tion includes| khe Bureau of Immigration and Customs Enforcement] ]
and the Detense Intelligence Agency. The foreign intelligence information shared was
urity and defense of the United States as well as clandestine intelligence activities by

agents of a foreign power.

Section 212 - Voluntary Disclosures

Section 213 - Delayed Notice of the Execution of a Warrant (Not a "sunset" provision, but examples were b7C

EEW b7E

file://H:\My%20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\exa... ~6/14/2005




‘ SI;KEET Page 2 of 2
ey 18]

Message
Y &

(™ ¥

requested.)

Th b hasl pndsearches of| | based on orders provided b1
by the U.S. Foreign l.:.teu.ia.encg&l.mei.ujnce, Court, in which the nofice of the execution of the respective search
warrant was delayed the foreign intelligence obtained as a result of the search has provided b2
X ive leads for each investigation and has led to the identification of other agents of a foreign power involved .
E

&NSITIVE BUT UNCLASSIF,IE{

SENSITIVE BUT UNCLASSIFIED
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Message , Page 1 of 1

From: KALISCH, ELENI P. (OCA) (FBI)

Sent; Monday, March 28, 2005 7:37 AM b6
To; |(OCA) (FBI) b7C
Subject: FW: Cyber Patriot Act Examples ALL THFORMATION CONTAINED

HEREIN I8 UNCLAZSIFIED
DATE DB-23-2005 BY 65179 DMH / JHF  D5-Cv-0D845

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

_____ Or' i ———
From: |CyD) (FBI) b6

Sent: Friday, March 25, 2005 6:01 PM
To: KALISCH, ELENI P, (OCA) (FBI) biC
Subject: Cyber Patriot Act Examples

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Eleni,

Per your request, please see the attached from CyD.

Thanks,lZl

b2
FBIHQ Cyber Division b6
Room 5853
b7C

Ric.fbi.gov

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
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Message b2 Page 1 of 2
b6
From: KALISCH, ELENI P. (OCA) (IBI) b7C
Sent: Monday, March 28, 2005 12:55 PM b7E ALL INFORMATION COMTATNED

T ,I I(OC HEREIM I8 UNCLASEIFIED
o: . L. DATE 08-23-2005 BY 65179 DMH / JHF (05-Cv-0845
Subject: FW: Patriot Act Examples.| Division

Importance: High

UNCLASSIFIED
NON-RECORD

-----Original Message-----

From: (FBI)
Sent: Monday, March 28, 2005 12:52 PM b2
To: KALISCH, ELENI P. (OCA) (FBI);] [OCA) (FBI) b6
Subject: Patriot Act Examples.| |Division
Importance: High b7C
DB7E
UNCLASSIFIED
NON-RECORD
AD Kalisch-
The attached is beving provided as a result of your solicitation of examples re the PATRIOT Act.
Regards-
I b2
ASAC|_| b7E
I;rlDivision has reviewed provisions of the Patriot Act for any examples of how these provisions have been
elpfulto us in our investigative programs. This review has found an example of Section 203 (Information b2
Sharing), which was beneficial as described here below: LTE
Title 1ll Intelligence information-Sharing by Criminal Investigators:
Section 203: Amends Title 11, 18 USC Section 2517 to add subsection (6), to permit disclosure of Title 11l
information when the matter involves foreign intelligence or counterintelligence information "to any Federal law
enforcement, intelligence, protective, immigration, national defense, or national security official...to assist the
official who is to receive that information in the performance of his official duties.”
In December 2004, ICE |provided FBIIIlwith a Title Il Application containing probable cause to
believe that targeted subjects, and others yet unknown, have committed, are committing and will continue to b2
commit offenses enumerated in Section 2516 of Title 18, USC, in violation of: b7E

(a) Title 18, USC, Section 2339 (A); providing material support to terrorists;

(b) Title 18, USC, Section 2339 (B); providing material support or resources to designated foreign terrorist
organizations;

(c) Title 50, USC, Section 1701 et. al (Executive Order 13129 dated July 4, 1999 - international Emergency
Economic Powers Act).

file://H:\My%20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\exa...  6/14/2005




Message , Page 2 of 2

&, e

The above information was also disseminated to the appropriate CTD Units at FBIH(f_D.ncadamnﬂinﬁcln was
undertaken, it was determined by CTD that this information should initially be utilized

b2

| | These coverages have been Initiated by the| Duwision JTTF,
which has assigned this investigative matter to an ICE SA, and is being jointly worked by FBI, ICE, and TFOs
from other JTTF law enforcement entities.

b7E

UNCLASSIFIED

UNCLASSIFIED
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DATE: 08-24-2005 E; 1-
CLAZSIFIED BY 65179 DMH /JHF 05-Cv-0845 : (both pgs)
REAZCOM: 1.4 [0

DECLLSSIF=-BH: 08-24-2030
PER OGA LET. DTD. 8/30/05

La)

The | |Division has recently brought a pending
international terrorism investigation to a new level with the
arrest of the main subject and two associates. The arrests were
based on indictments which had until recently, been sealed. The
indictment charges the subjects with viclations including
Immigration Fraud, Distribution of Drug Paraphernalia, Money
Laundering, Bank Fraud and Conspiracy. A charge of Providing
Material Support to a Terrorist Organization is being held in
abeyance at this time] |

This investigation commenced two years ago based on
information that the subject had arrived in the United States on
a fraudulent immigrant wvisa and that the subject associated with
the subjects of pending terrorism investigations in the
Division. Shortly after initiated this ’__T

investigation, informat! was provided to the FR1
iaigon to the J

The main subject and two associates were recently arrested.
With the threat of a long incarceration, seizure of assets
followed by subsequent deportation, | |

ALL INFORMATION COMNTATINED
S ET HEREIM I& UNCLAREIFIED EHCEDT
WHERE SHOWM CTHERWIZE

b2
L7E

bl
b2

b7E

|1a)

5]

b2
L7E




&

N EE%ET

bl
b2
b7E
video-recorded and|
acgicaned to thel \QITFI
’ bl
During the course of this investigation, all logical and b
necessary tools authorized under the USA PATRIOT Act were
utilized to bring this investigation to a very favorable point at b7E
this time. ]
were utilized as were Federal Grand Jury subpoenas, FGd testimony aigh
and subsequent indictment and arrest which proved successful in
L causing the subiject to providel H

i3]

POC for more information: SSA

bé
b7C




"

Message Page 1 of 2

=

—r-

- ) b2
From: KALISCH, ELENI ‘P. (OCA) (FBD b6
Sent: Friday, March 25, 2005 2:30 PM bC

To:| OCA) (FBI) -
" " [ LLL, TNFORMATTON CONTATMED
Subject: FW: Patriot Act Examples -| Il)1v1510n UBRELN 1 LNCLASSTELIED

DATE [08-24-2005 BY F5172 DMH / JHF [0G-COV-[H45

Importance: High

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

b2
bé
b7C

From{ [FBI) b7E
Sent: Friday, March 25, 2005 2:14 PM
: H, ELENI P. (OCA) (FBI)
(eBIY] G2V FBI);

[FBD

ject: Patriot Act Examples - Pivision
Importance: High

SENSITIVE BUT UNCLASSIFIED

NON-RECORD b2
b6
Eleni, b7¢C

As| [l am th.%ll USA Patriot Act-related matters for[________ Please find below a b7

Synopsis of instances in which the] ivision has utilized Patriot Act provisions, per your email request of
March 18, 2005:

Section 206 (Roving Wiretaps) -| b2
b7E
Section 213 (Delayed Notice Search Warrants) - | | w2
b7a
b7E

NOTE: THIS
“CASE IS STILL CONTINUING IN A GROUP T UNDERCOVER STATUS AND CANNOT BE PUBLICLY

REVEALED PRIOR TO INDICTMENT.

Section 217 (Computer Hacking victims requesting law enforcement assistance) - |
| b2

This provision allowed access to much more information from the victim than would have likely been received b7a
prior to its implementation without a search warrant.

b7E
Section 220 (Nationwide Search Warrants for Electronic Evidence) - | |has issued dozens of out-of-
district ISP search warrants since October 2001.] |I b2
| NOTE: THIS CASE IS STILL CONTINUING AND CANNOT BE b7
MENT. b7E

Other warrants have been utilized to obtain information regarding Innocent Images/Chlld Pornography matters, as
well as evidence of cyber intrusions.
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A
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b6
Obviously the fact that these examples have to be written up in an UNCLAS format has hindered our ability to
_ detail exactly what the PATRIOT act provisions have enabled us to do since October 2001. Although you're b7c
probably already aware of this fact, some of these examples were previously provided to OGC attorney
| Investigative Law Unit, who should have a plethora of illustrations you

can use.

Please let me know ifI:lcan‘assist in any other way.

b2
bé

b7C
b7E

SENSITIVE BUT UNCLASSIFIED .

SENSITIVE BUT UNCLASSIFIED
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Message Page 1 0of 3
“éh ALL THECOREMATION CONTATNED

' HERETN T8 UMCLAZSTFIED b2

DATE 08-24-2005 BY 65179 DMH / JHF 05-Cw-0845

From: | (FBD b6
Sent: Monday, March 28, 2005 11:49 AM bIC
To: [OCA) (EBD I
Ce: |FBD); [FBID) b7E
(FBI)

Subject: RE: Patriot Act Examples —|:|D1V1s1on

Importance: High

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

[ ]

bé
b7C

Circumstances 1, 3, 4 and 5 were cited in the affidavit as constituting a reasonable basis for the delay. | have
included the pertinent paragraph from the affidavit for your reference.

Please let me know if you need any further information.

Reasonable Cause For Delay |n Notification

b2

bé

bi7C

b7E

ALL THEORMATION CONTATINED
HEREIN IS UNCLAZEIFIED EXCERT
WHEERE ZHOWN CTHERWISE

DATE: 12-23-2005

CLASSIFIED BY 6517%dmh/baw 05-cv-0845
REASON: 1.4 ()

DECLAZSIFY ON: 12-28-2030

57. As noted above, reasonable cause for delay in notification of the execution of a search warrant is established
if it is shown that notification at the execution of the warrant may have an adverse result, to include endangering

the life or physical safety of an individual; fiight from prosecution; destruction of or tampering with evidence;
intimidation of potential witnesses; or otherwise seriously jeopardizing an investigation . The reasons in the instant

case include, but are not limited to the following. Notice of the search at the time of the execution of the warrantis g

likely to place the cooperating witnesses and under
cooperating in an earlier investi

ation, reported that
Persons involved in criminal activily in
intimidated witnesses to prevent their cooperation with federal law enfor

cover agents in substantial danger. For example, after

b7C

| ave historically b7D

cement agencies, to include threats of

destruction of property and physical harm. Notice will allow the subjects of the investigation the opportunity to b7E
tamper with and destroy evidence, to include evidence of the payments made to local law enforcement officials

and the disposition of proceeds of the illegal activities. Further, notice of the execution of the warrant at the time of

its execution is likely to foreclose the future use of UCAs in the investigation, seriously jeopardizing the

investigation.

————— Original Message----- b2

From:| j(ocA) (FBI) be

Sent: Friday, March 25, 2005 2:35 PM

Toq [(FBI) b7C

Subject: FW: Patriot Act Examples - Division b7E

Importance: High

SENSITIVE BUT UNCLASSIFIED E , ot

NON-RECORD |: :I b5

: b6

| | in the delayed notice case,
l (We won't describe your case, but WETe trying to taily how many times we're citing to the b7C

specific circumstances). Thanks,

nnnnnnnnn

uuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuu

Pursuant to section 213, prosecutors can seek a judge's approval to delay notification by making a
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e

showing that if notification were made contemporaneous to the search, there is reasonable cause
to believe one of the following might occur:

. notification would reasonably endanger the life or physical safety of an individual;

. notification would reasonably be expected to cause flight from prosecution;

. notification would reasonably be expected to result in destruction of, or tampering with,
evidence;

4. notification would reasonably result in intimidation of potential witnesses; or

5. notification would reasonably be expected to cause serious jeopardy to an investigation or
unduly delay a trial.

uuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuu

LI Ny —

Office of Congressional Affairs

1

----- Original Message----- b6
From: KALISCH, ELENI P, (OCA) (FBI)
Sent: Friday, March 25, 2005 2:30 PM

To: OCA) (FBL b7E
Subject: FW: Patriot Act Examples ivision

Importance: High

UMCLASSIHED

b2

b7C

b2
----- Oriainal Message-----
From [FBI) b6
Sent: Friday, March 25, 2005 2:14 PM bB7C

To: KALISCH, ELENI P. (OCA) (FBI)

ccl (FBD:I [FBI) kFBI);| | BTE

| FBI

Subject: Patriot Act Examples | pivision

Importance: High

SENSITI UNCLASSIFIED

NON-RE : b2
b6

Eleni, o
b7C

As || am the POC fi Patriot Act-related matters for|:| Please find g
below a synopsis of instances in which the| Division has utilized Patriot Act provisions, per your
email request of March 18, 2005:

Section 206 (Roving Wiretaps) - In January - May 2004, FBI| l‘epegtedlv utilized this provision b2
to

b7E

213 (Del i ) -l |

b2
b7A

b7E

SERRET
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| -

b7a
| |NOTE: THIS CASE IS STILL CONTINUING IN A GROUP | b7E
UNDERCOVER STATUS AND CANNOT BE PUBLICLY REVEALED PRIOR TO INDICTMENT.
b2
Section 217 (Computer Hacking victims requesting law enforcement assistance) -| |
b7A
| This provision allowed access to much more information from the victim than b7E

would have likely been received prior to its implementation without a search warrant.

Section 220 (Nationwide Search Warrants for Electronj i - asi zen
~ of out-of-district ISP search warrants since October 2001. b2
—I'Fl'mE_ngTTEL_INOTE: b7a

CONTINUING AND CANNOT BE PUBLICLY REVEALED PRIOR TO INDICTMENT. b7E

Other warrants have been utilized to obtain information regarding Innocent Images/Child Pornography
matters, as well as evidence of cyber intrusions.

Obviously the fact that these examples have to be written up in an UNCLAS format has hindered our ability
to detail exactly what the PATRIOT act provisions have enabled us to do since October 2001. Although

you're probably alreadv aware of this fact, some of these gximples were previously provided to OGC
attorney nvestigative Law Unit, who should have a bé

plethora of illustrations.you can use.

b7C

Please let me know if__kan assist in any other way.

b2
b6

b7C
b7E

SENSITIVE}QCLASSIFIED

SECKET

SENsnM UNCLASSIFIED

SENSITIVE MCLASSIFIED

sewsmvsﬁt/iu\ué\ssmm
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. b6

From;| |(FBI) b7C

Sent: Monday, March 21, 2005 5:22 PM b7E

To; [OCA) (FBI)

Subject: RE: Patriot Act Examples B A o CoNTATNED

DAETE 08-24-2005 BY 85178 DMH JSJHF 05-Cw-0845

UNCLASSIFIED

NON-RECORD

They are all unclassified - although sensitive. | am going to run the complete list past everyone here one more
time and if there are any changes, then | will send them to you tomorrow.

----- Original Message----- b2
From| pCA) (FBI) b6
Sent: Monday, March 21, 2005 1:36 PM
To! kFBD) biC
Subject: RE: Patriot Act Examples b7E
UNCLASSIFIED ’
NON-RECORD b2
:} this is great. Before you head out, what isDosition re the classification of the information ~ 2°
contained in the write-up you provided? b7C
bTE
b2
bé

Office of Congressional Affairs

[ 1 o

----- Original Message----- b2
From: KALISCH, ELENI P. (OCA) (FBI) b6
Sent: Monday, March 21, 2005 4:13 PM

To: (FBI) bp7C
Cc: OCA) (FBI) bIE

Subject: FW: Patriot Act Examples

UNCLASSIFIED

NON-RECORD

This is very helpful. If we need additional information, OCA Iwill contact
you.

Thanks,

Eleni b2
----- Original Message----- b6
From:| [FBI) b7C
Sent: Monday, March 21, 2005 3:57 PM

To: KALISCH, ELENI P. (OCA) (FBI) b7E

Subject: RE: Patriot Act Examples

UNCL ASSIFIED
NON-RECORD

Eleni,
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Message Page 2 of 3
-3
| am going to be the POC on this for the !Division. Attached is a draft that | have

compiled from our agents. Would you mind taking a look at it and letting me know if you need more

details or anything else. Otherwise, | will forward a very similar final draft to you tomorrow. | will be

out of the office from 3/23 through 3/30.

Thanks

b2
bé
|Division

| | b7C
----- Original Message-----
From: KALISCH, ELENI P. (OCA) (FBI)
Sent: Thursday, March 17, 2005 9:07 AM
To: FBI_SAC's; FBI_ADs and EADs
Subject: Patriot Act Examples
Importance: High
UNCLASSIFIED
NON-RECORD
All:
As the Director mentioned at the SAC Conference earlier this week, 16
provisions of the Patriot Act are scheduled to "sunset” at the end of the year. In
seeking reauthorization of these provisions, we need to provide Congress with
examples of how these provisions have been helpful to us in all of our
programs. The text of the Patriot Act, as well as a summary of the 16 "sunset"
rnmls.iaus..ame@m.tMCA intranet website| |
Please review these provisions and submit unclassified examples to me
via e-mail no later than Friday, March 25.
Although examples of all provisions are needed, of particular interest are
examples of the following:
Sections 201 and 202 (Expanded Title |ll predicates)
Sections 203 and 218 (Information Sharing)
Section 206 (Roving Wiretaps)
Section 214 (FISA Pen Register and Trap/Trace)
Section 215 (Business Records)
Section 217 (Computer Hacking victims requesting law enforcement
assistance)
Although not subject to sunset, Section 213 (Delayed Notice Search Warrants)
remains controversial and examples of the utility of this provision are needed.
In your response, please identify a POC in your office in the event additional
information is needed. Thank you for your assistance.
Eleni
UNCLASSIFIED

file://H:\My%20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\exa... 6/14/2005
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Yy -3
UNCLASSIFIED
- UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED
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T

From: KALISCH, ELENI P. (OCA) (FBI)

ALL THEFOEMATION CONTATNED

Sent: Mondav, March 21, 2005 4:13 PM HEREIN I8 UNCLAEZIFIED )
To: (FBI) DATE 0B-24-2005 BY 6517% DMH / JHF 05-Cv-0B45
Ce: |%OCA) (FBI) -

Subject: FW: Patriot Act Examples

UNCLASSIFIED

NON-RECORD
This is very helpful. If we need additional information, OCPI will contact you. b2
Thanks,

Eleni ) b6

' b7C
----- Original Message-----
From: (FBI) b7E
Sent: Monday, March 21, 2005 3:57 PM
To: KALISCH, ELENI P. (OCA) (FBI)
Subject: RE: Patriot Act Examples

UNCLASSIFIED
NON-RECORD

Eleni, b2

I am going to be the POC on this for the@Division. Attached is a draft that | have compiled from
our agents. Would you mind taking a look at it and letting me know if you need more details or anything else.
Otherwise, | will forward a very similar final draft to you tomorrow. | will be out of the office from 3/23 through

3/30.
Thanks
b2
bé
| b7C
b7E

----- Original Message-----

From: KALISCH, ELENI P. (OCA) (FBI)
Sent: Thursday, March 17, 2005 9:07 AM
To: FBI_SAC's; FBI_ADs and EADs
Subject: Patriot Act Examples
Importance: High

UNCLASSIFIED
NON-RECORD

All:

As the Director mentioned at the SAC Conference earlier this week, 16 provisions of the
Patriot Act are scheduled to "sunset” at the end of the year. In seeking reauthorization of
these provisions, we need to provide Congress with examples of how these provisions have
been helpful to us in all of our programs. The text of the Patriot Act

as well as a summary of
the 16 "sunset" provisions. are located on the OCA intranet websitel i

b2

Please review these provisions and submit unclassified examples to me via e-mail no
later than Friday, March 25.
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oo, 3

Although examples of all provisions are needed, of particular interest are examples of the
following:
Sections 201 and 202 (Expanded Title Il predicates)
Sections 203 and 218 (Information Sharing)
Section 206 (Roving Wiretaps)
Section 214 (FISA Pen Register and Trap/Trace)
Section 215 (Business Records)
Section 217 (Computer Hacking victims requesting law enforcement assistance)
Although not subject to sunset, Section 213 (Delayed Notice Search Warrants) remains
controversial and examples of the utility of this provision are needed.
In your response, please identify a POC in your off ice in the event additional information is
needed. Thank you for your assistance.
Eleni
UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED
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5 ET‘ DATE: 08-30-2008
CLASSTFTIED BY A5179 dmh fjhf NE-ow-0045

ATT. TNFORMATTON COMNTALATNED
HEREIN I% UNCLASSIFIED EXCEPRT REASON: 1.4 (C, D)
" ¥ o SR EF D ; £
- R ., DECLASSIFY ON: 08-30-2030
© WHERE SHOWHN OTHEEWIZSE

bl

Roving FISA surveillance (§§ 206): b2

bé
b7A
b7C

b7E

[LE]

Yoluntary disclosure by ISP in emergencies (8§ 212):

18]

bl
b2
bé
b7A
b7C
b7E

5]




Speger

Section 214 - FISA Pen/Trap Authority

115

bl
b2

 ES:|b7A

bé

b7C
bL7E

Monitoring communications of computer trespassers with victim consent

5E§(ET

18]

bl
b2
bé
b7C

b7E




Nationwide search warrants for email

SEBRET

220):

Immunity from civil liability for those persons giving the FBI information in compliance

with a FISA order (§§ 225):

(3]

bl
b2
bé
b7C
b7E

=3

bl
b2
bé
b7a
b7C
b7E

s'sggEr
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2 -

bé
From: KALISCH, ELENI P. (OCA) (FBI)
Sent: Wednesday, March 23, 2005 1:00 PM b7C
To: OCA) (FBD) DATE: 05-20-200%
Subject: FW: Patriot Act Examples CTLASSTFTED BY 65179 DMH/THE 05-CV-0845
. REASON: 1.4 ()
SENSITIVE BUT UNCLASSIFIED pRCRASETER ON fEmimate
NON.REEORD  ——
ALL INFORMATICH COMHTAINED
HEREIMN IS UNCLASSIFIED EXCEPRT
WHERE SHOWH COTHEEWIZE
----- Oriainal Message----- b2
From: (FBI)
Sent: Wednesday, March 23, 2005 12:56 PM bé
To: KALISCH, ELENI P. (OCA) (FBI) bIC
cc _ (FBI)] [FBD)] |Fe1)
Subject: Patriot Act Examples L7E
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
I: S :I b2
Eleni, b7E
In response to your e-mail disseminated to the filed, dated 03/17/2005, concerning feedback on the utility of the
Patriot Act sunset provisions,| . after canvassing all relevant squads, respgn’ds as follows: bl
Since the inception of the Patriot Act, the !JTTF I:IJTTF) hag nstances of use of the b
Expanded Title lll Predicates (sections 201 an 2), Roving Wiretaps (section 206) or Computer Hacking b7E
Victims Requesting Law Enforce Assistance (section 217). All pen registers currently and in the past three
years that are being utilized by th TTF are being done via criminal justification. b2
b7A
b7E

(5]

The most common use of the Patriot Act on the[_JTTF is for disseminating information in ACS that is terroriéfﬁ

related to state and local law enforcement (sections 203 and 218). To date the[ TTF h:::l;ded*ihformation bl
o r 1
occasions. The also coordinates information sharing wi , the Department of nd Security, b2
the US Marshals_DEA, IRS, FAM, Air Force OSI, the US Secret Service, thel_rrlAttorney Generals Office,  1,¢
and Folice Departments under the same Patriot Act sections (203 and 218).

bTE
The Division has been conducting a significant Bribery, Graft and Conflicts of interest Title 18 U.S.C.
Section 20T investigation involving large amounts of money laundering.

impact on the Ivision requested a USA Patriot Act Section 314 (a) disclosure of all banks b2
with accounts, sale depositboxes, and other 314(a) regarding our subjects in the case. In consultation with the

Division's CDC and the United States Attorney's Office, it was decided that utilization of the Patriot Act provisions bé
relating to money laundering would benefit the investigation. Although some publicity resulted from the requests

| maintained corrupt relationships with jpublic officials
designed 1o Erotect and enhance! financial interests. Due to the high profile nature of this case and the

/ - S : AN . Lo b7C
made of the financial institutions, the resulting information was significant to the investigation. The overall
outcome was ?ositive and resulted in similar requests by other divisions to utilize the Patriot Act | b7E

We hope this feedback, when coupled with input from other field offices, will aid in our preservation of the
essential sunset provisions of the Patriot Act.

b7C EEP@T
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b2
bé
 SENSITIVEBUF-UNCCASSIFIED o7
SENSITIV SSIFIED g
SEN FIED
SECRET

file://H:\My%20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\exa... 6/14/2005




Message 5 T Page 1 of 2

(i3 m

b2
From: (FBD b6
Sent: Tuesday. March 29, 2005 12:11 PM
To: OCA) (FBI) b7C
Cec: FBI) bIE
Subject: Use of the Patriot Act
b2
SE T
RECO%l | b7a
DATE: 08-25-2005
ATT, TNRORMATTON COMTATNRD b7E CLASSTIFIED BY 65179 DMH / JHF [5-CV-0845
HEREEIN I8 UNCLASSIFIED EXCEPT REASCH: 1.4 (T, Iy
: WHERE BHOWH OTHEEWISE bé , biC DECLABSIFY OFN: O8-25-20320

Summerized below are several|:|Division cases where the use of the Patriot was an advantage for our

. . . b2
investigations:

b7E

%=

bl
b2
bé
b7a
b7C

b7E

SEPKEL
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(3]

| bl
b2
b7a
b7E

During our weekly JTTF meetings we brief all cleared members with the most current intelligence which might
affect our area as well as intelligence on terrorist plans and activities.

If you need any other information, please give me a call at|:| Thanks ASAC|:| b2

b7E

DERIVED FROM: i dat i elligence Investigations
DECLASSIFW

SECRET

Than b2
ASA bIE

DERIVED F tiple Sources
D IFY ON: 20150

SECRET
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.)‘{T,T, IHEORMATION CONTATMED

HEREIN I% UNMCLASBSIFIED EXCEET

WHEREE ZHOWN OQOTHERWISE :SMT

EXAMPLES OF PATRIOT ACT USED ..
BY FBI .

Section 212 - EMERGENCY DISCLOSURE OF EMAIL AND
RECORDS BY ISPs

174 A 66039
FB Comm Center received a bomb threat at 3:00 a.m. on 8/5/2004. After clarifying that
the bomb threat was to the local airport and that the FBI had until noon to meet the caller's
demand i i ioation
showed The
| [provided investigators with along with the date and time of
registration of the individual who was responsible for making the bomb threat. To obtain the
subscriber information to actually identify this individual, an emergency disclosure, as per
the Patriot Act, was instituted with| |used by the
individual who made the bomb threat. By 7:00 a.m., a subject in| Pvas identified. FBI
conducted a subject interview and the threat was determined to be non-credible by 11:00

b7E

a.m.

2

bl
b2
b7A

b7E

DATE: 12-03-2005

CLABSIFIED EY 61579DMH/LE/DEW
REASON: 1.4 (({c) 05-Cv-0845)
DECLAZSIFY ON: 12-03-20Z0

SEBRET




g’hfs ALL INFORMATION COHNTATIMNED
HEREIM I8 UNCLASSIFIED
DATE 08-25-2005 BY 65179 DMH / JHF 05-Cv-0845

Section 217 - INTERCEPTION OF COMPUTER
TERSPASSER COMMUNICATIONS

bz
bé
b7a
b7C
b7E

Section 220 - NATIONWIDE SEARCH WARRANTS FOR
ELECTRONIC EVIDENCE

b2
b6
b7A
b7¢C
. b7E
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DATE: 0%-20-2Z005
CLABSIFIED BY &517% DMHS JHF 05-Cwv-0545

From: KALISCH, ELENI P. (OCA) (FBI) REAZON: 1.4 (C)

Sent: Friday, March 25, 2005 1:07 PM DECLASSIEY ON: 09-20-2030 e
To: |(OCA) (FBI)

Subject: FW: PATRIOT ACT Sunset Provisions b7C

] S D ALI, TNFORMATTON COHNTATNED
N HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWH OTHERWISE

————— Original Message----- b2
From: FBI)
Sent: Friday, March 25, 2005 1:04 PM b6
To: FBI)

-
Cc: (FBI) p7e
Subject: PATRIOT ACT Sunset Provisions b7E
U SS

NO D

15)

bl
b2

b7E

Point of Contact:

b2
bé
b7C

b7E

SEREET
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i s >—<~tc: DATE: 08-29-2005

Y CLASSIEIED BY &517% DMH / JHF 05-Cv-0845
AT THEFORMATION CONTATIMED

- D . REASOHN: 1.4 (C)
HERETN T8 UNCLASSIFIED EXCERT T 2 o ta-se_zna0
WHEEE SHOWN QTHERWIZE

PATRIOT ACT
SUNSET PROVISIONS

CID EXAMPLES OF THE NEED FOR
PATRIOT ACT SECTIONS 203 AND 218 (INFORMATION SHARING)

Experience has taught the FBI that there are no neat dividing lines that distinguish
criminal, terrorist, and foreign intelligence activity. Criminal, terrorist and foreign intelligence
organizations and acts are often interrelated or interdependent. FBI files are full of examples of
investigations where information sharing between counterterrorism, counterintelligence and
criminal intelligence efforts and investigations was essential to the FBI's ability to protect the
United States from terrorists, foreign intelligence activity and criminal activity. Some of these
examples which support the need for continued information sharing between criminal,
counterterrorism and counterintelligence efforts are set forth below:

b2
; .. . b7a
A. Transnational Criminal Enterprises
bTE
1
[ Ongoing.
2.
b2
b7A
b7E
| Ongoing.
3. Alien Smuggling
DATE: 12-03-2008 b2

CLASSIFIED BY 61579DMH/LE/DEW
REASON: 1.4 [(c) 05-0v-0845) L7E
DECLASSIFY ON: 12-03-203C0 S ET




~ SELET o

The following are examples of criminal intelligence developed and disseminated

on alien smuggling matters: b2
b6
a.| |FBI| | .
b7C
b7E
b. | [FBI| o2
b7A
b7E
|
d.| EBII

bl ’iE;h

b2
bé
b7a
b7C

b7D

b7E

b2 , b6, b7A, b7C, bJE

S%ET




[Ongotng.

the arrest, indictment and subsequent deportation of the subjects from Hong Kong to
The charges included narcotics violations and providing material support to Al Qaeda.

8.

Ongoing.

10.

b2 , b7A, bTE

b2
b6
b7a
b7C
bTE

b2
b7E

b2
b74A

b7E

b2
bé
b7a
b7C

b7E

b2
b7a

b7E

b2

b7E




b2
bé
b7A
B. Americas Criminal Enterprises (drugs/gangs/major theft enterprises) bIC
1] Ligom™ 1280706y 2811 1281341) b7E
Investigation began as a Pentbomb lead concerning ir{
as identified and determined to be a Taliban/Al Qaeda associate. He was a bz
financial contributor to the Taliban an |where bé
drug trafficking took place. He filed a fraudulent death claim o 1th an 1nsurance BIC
company and was convicted of mail fraud. One of his employees was located ir and bIE
deported after a drug conviction.
2.
b2
b7A
b7E
3. b2
b6
b7A
Ongoing b7C
b7E
4.
| b2
b7A
Ongoing. -
5.
b2
[Ongomg. b6
b7A
b7C
b7E

SEC




EE?(ET

. b2
b7A
) b7E
C. White Collar Crimes
1. Unlawful Redemption| esc[ 42132
265F]  [282769)
b2
b6
b7a
Ongoing. b7E
2 ¥ 14
| b2 , bIA, bTE
b2
bé
b7A
b7C
3 (272]  197082) b2 , b6, b7C, bIE b7E
A drug/money laundering investigation identified subjects in Colombia, Spain,
England and U.S., including a subject affiliated with the United Self-Defense Forces of
Colombia (AUC), which is a recognized Foreign Terrorist Organization. Subject wants to
purchase a bank in the U.S. to facilitate laundering of drug proceeds. Ongoing.
4, b2 , b7A, bTE
b2
b7A
b7E
Ongoing
b2

5. Express Cleaners (272D|:|40807) -
Investigation determined subjects were in position to launder millions through a
location outside the U.S. through Lebanese and Saudi Arabian banks. The money would be

returned to U.S. "clean" for a 20% fee. Two subjects identified had links to terrorists or terrorist

activities. b2 , b6, b7A, bIC, bTE

SECRET b2

b7a

b7E




SEDEET

b2 b6, b7C, b7E

b2

bé
b7A

b7C

b7E

b2 , bé, b7C, bTE

b2

b7a

[Ongoing. ., 16 1oa bic, biE b7E

o)

bl
b2

b7A

T0. | b7E
b2 , b6, b7A, b7C, bL7E

b2
bé

b7a

|Ungomg. b7C

b7E
11 b2 , b6, b7a, b7C, bIE

b2
b7A
b7E

12'| | k6 , b7A, b7C

b6

b7a

b7C

SESRET




b2
b6
b7a
b7C
b7E

D. Public Corruption

: b2 , b7A, bTE
Ongoing.

2. b7A

3. 265B| |42623,

Ongoing.

E. Civil Rights

1. Human Trafficking Investigations

Target organizations who traffic in aliens to be used as domestic servants,
prostitutes and migrant workers. Investigations also develop foreign intelligence information.

SEC

T

b2

b7A
b7D
b7E

b2

b7A
k7D
bB7E

b2
b7A

b7E

b2
o13)
b7a
b7C
b7E




ALL THEOEMATICON CONTAINED
HEREIN I& UNCLAZSEIFIED
DATE DB-29-2005 BY £5179 DMH / JHE D5-Cv-0845

PATRIOT ACT SUNSET PROVISIONS

CID EXAMPLES OF THE NEED FOR
PATRIOT ACT SECTIONS 203 AND 218 (INFORMATION SHARING)

b5
b2
. 3 3 3 b5
In one such case, information from a criminal
Title I and criminal Nvestgation was passed o Counterterrorism, as well ag kmdl |
[In another example, intelligence
developed from criminal and counterintelligence investigations indicates foreign intelligence
services and organized crime groups may be laundering billions of dollars through the U.S.
banking system.
b2
bTE
In one instance, a terrorism case initiated ir:|was subsequently
transferred t and converted to a criminal case. The investigation focused on a group
of] ndividuals who were involved in arms trafficking, the production and b2

b7E




distribution of multi-ton quantifies of hashish and heroinl

The operation resulted 1n the arrest, indictment and subsequent deportation of the
subjects from Hong Kong tdg to face drug charges and charges of providing material b2
support to Al Qaeda.

bIE

Criminal enterprises are also frequently involved in, allied with or otherwise rely
on smuggling operations. Alien smugglers frequently use the same routes used by drug and
contraband smugglers and do not limit their smuggling to aliens, smuggling anything or anyone
for the right price. Terrorists can take advantage of these smuggling routes and smuggling
enterprises to enter the U.S. and are willing to pay top dollar to smugglers. Intelligence
developed in these cases also frequently identifies corrupt U.S. and foreign officials who
facilitate smuggling activities. Current intelligence, based on information sharing between
criminal, counterterrorism, and counterintelligence efforts, has determined smugglers, as well as
illegitimate and quasi-legitimate business operators in the United States, who use the services of
illegal aliens, provide false travel documents to special interest aliens, deal with corrupt foreign
officials, and financially support extremist organizations.




Message Page 1 of 1

From: KALISCH, ELENI P. (OCA) (FBI)

Sent: Wednesdav. March 16. 2005 5:31 PM
To: |OCA) (FBI) b6

. : ALT, TNFORMATTON COMTATHNED
SUbJeCt: Patriot Act Examples HEREIM L% UNCLASSIFIED b7C

DATE 0&8-29%-2005 BY 65172 DMH /JHF (05-Cv-0845

UNCLASSIFIED

NON-RECORD
| Please review the following e-mail that | want to send to all ADICs/SACs. b5
hanks.
b6
b7C

As the Director mentioned at the SAC Conference yesterday, 16 provisions of the Patriot Act are scheduled to
"sunset"” at the end of the year. In seeking reauthorization of these provisions, we need to provide Congress with
examples of how these provisions have been helpful to us in all of our programs. The text of the Patriot Act, as

I_weILaﬁ_ajummamMiuuj_eﬁniovisions, are located on the OCA intranet websitel -

Please review these provisions and submit unclassified examples to me via e-mail no later than Friday,
March 25.

Of particular interest are examples of Sections 203 and 218 (Information Sharing), 206 (Roving Wiretaps), 214
(FISA Pen Register and Trap/Trace), and 215 (Business Records).

Although not subject to sunset, Section 213 (Delayed Notice Search Warrants) remains controversial and
examples of the utility of this provision are needed.

Thank you for your assistance. Please contact me if you have any questions.

Eleni

UNCLASSIFIED

file://H:\My%20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\exa... 6/14/2005




-t
1

PATRIOT ACT - SUNSET EXEMPLARS
FBI
(03/24/2005)

Sections 201 and 202 (Expanded Title III Predicates)

ALL THEOEMATION CONTATINED
Nothing to report. HERETIH I8 UNCLASSIFIED

b2

b7E

DATE 0B-29-2005 BY &517% DMH / JHY D5-CV-DB45

Sections 203 and 218 (Information Sharing)

| | (Pendina)
CASE AGENTS: | |

Due to Patriot Act provisions, FBIl |shared Grand Jury
information with | |
| This was verv useful in

315M{ 189387 (Pending)
[ |

AOT-IT
CASE AGENT: | |

b2
b6
b7a
b7C
b7E

b2

b6

[ | Search warranns_wera_nrﬁnared_ﬁn
Washington and served on |

Information obtained from search warrants, pen registers/trap
traces, and Grand Jury Subpoena were shared with the United
States Army and the Judge Advocate General for the Army. The
same information was used in a Court Marshal in which

was found guilty and sentenced to life in prison.

315N } 85481 (Closed)
| (Pending)

|
IT-UBL/AL-QAEDA
CASE AGENT: | |

Section 203 (d) : Authorized sharing of criminal information with
intelligence officials. |

b7C
b7E

b2
bé
b7a
b7C

b7E

b2
bé
b7A
b7C
b7E




[(Pending)

CASE AGENT: | |

Subject is under investigation| |

[ | This investigation
benefitted in general from the sharing of information across the
intelligence/criminal investigation line. The break down of the b2
so called "wall" between intelligence and criminal investigators b6
resulted in the cross- sharing of information which supported and

allowed for the use of investigative techniques, to include, b7C
DTE
The[:::::]investigation generated numerous leads to other
divisions and the initiation of preliminary inquiries and full
field investigations on related subjects. In addition, several
Legal Attaches were tasked with sharing information via
Letterhead Memorandum and further tasked for foreign records
checks and interviews.
Section 204 (Clarification of Intelligence Exceptions from
Limitations on Interception and Disclosure of Wire, Oral and
Electronic Communications)
315N—| l85481 (Closed)
| (Pending)
b2
IT-UBL/AL-QAEDA b5
CASE AGENT: |
bé
This section grs@&_ﬁ.rrl b7A
| |of as well as search
of stored] | b7C
b7E
Section 206 (Roving Wiretaps)

| | (Pending)

CASE AGENT: b2
Roving authority applied for and received under a newly issued b6
FISA. ' , b7a

b7C

bTE




Section 213 (Delayed Notice Search Warrants)

| | (Pending)
CASE AGENT: | |

FBI [::::::]applied for and received a Delayed Notice Search
Warrant in captioned case. The search has not yet taken place,
however, it is anticipated significant information will be
recovered.

Section 214 (FISA Pen Register and Trap/Trace)

315N{ }85481 (Closed)
| (Pending)

|
IT-UBL/AL-QAEDA
CASE AGENT: | |

Section 214 allowed FISA pen/trap authority based upon the fact

b2
Lé
b7a
b7C
b7E

b2
bé

information o ined was 1lik to r 1t in foreign intelligence
information, b7A

and

provided valuable 1ntelligernce inrormation regarding the subject,
suspect organization and

terrorism related matters.

Section 215 (Business Records)

FBI'[::::::]is considering use of this provision in the near

future in two separate foreign counterintelligence investigations

in order to obtain business records on two subjects of interest.
However, due to the classified nature of these investigations
further details are unavailable at this time.

Section 217 (Computer Hacking victims requesting law enforcement
assistance)

288A-[__]|90406 (Pending)
UNSUB (S) ;

COMPUTER INTRUSION
CASE AGENT:

biC

b7E

b2
b6

bIC
b7D
b7E

Thig section of the Patriot Act was wvital to this invésti ation.
FBI| |Case Agent was able to IOPafPI |

| If not for thilis exception, the Case Agent would




have been unable to gather critical information.

Section 218 (Change in the "Primary Purpose" Standard of FISA)

315N—| |85481 (Closed)
[ | (Pending)

IT-UBL/AL-QAEDA
CASE AGENT: | |

This section eliminated the wall and allowed for sharing of
criminal and intelligence information. It also allowed FBI

to coordinate with cleared law enforcement officials
assigned to the[ PTTF and prosecutors from the U.S. !
Offices (USAOs) both in| |(where| |

was indicted) and| |

This section also enabled the sharing of information with cleared
law enforcement personnel needed to effect arrests and other

investigative actions (surveillance, etc.) It enabled criminal bé
investigators to share Grand Jury information with other law

b2

enforcement entities working both on the intelligence and b7A
criminal sides of the investigation. This was vital to the case b7C
as 100's of Grand Jury subpoenas were issued and provided cause bIE
documents for[::::::jysearch, and arrest warrants.

Finally, thi ] d the way for use of FISA derived
material in prosecution and in |

|proceedings, once said material was properly

declassitied. This section was vital to FBI sharing with
numerous other field divisions working on investigationg related
to the matter to include: and

Some of the intelligence derived from
the FBIl |investiqation | |

[ has proven

benericial to intelligence and/or criminal cases out of the

following Divisions: | J

|and others.

Section 220 (Nationwide Search Warrants for Electronic Evidence)

| | (Pending)

b2

(Victim)

CASE AGENT: | | b7a

b7C
b7E




| was b2
arrested in February 2005. A search warrant sworn out in b5
[ | was served on]| | The resulting information
will be used in the prosecution of | | bé
b7a
b7C
(Pending) b7E
|
CASE AGENT:
| | b2
] | A search warrant was sworn b5
out in| |land served in| [on] | The information e
obtained through this warrant contains evidence of | |
use of the internet to] | b7A
b7C
b7E
315M 89387 (Pending)
AOT-IT
CASE AGENT:
| | b2
| Search warrants were prepared 1n b6
1 | and served on| | b7
Information obtained from search warrants, pen registers/trap ¢
traces, and Grand Jury Subpoenas were shared with the United b7E

States Army and the Judge Advocate General for the Army. The
same information was used in a Court Marshal in which
|was found guilty and sentenced to life in prison.

315N4 185481 (Closed)

I| | (Pending) b2
IT-UBL/AL-QAEDA be
CASE AGENT: b7a

b7C
This section enabled search warrants from the FISA court to

compel| | Located in] b7E
to provide stored content.

Section 225 (Imhunity for Compliance with FISA Wiretap)

315N—| l85481 (Closed)

| (Pending) b2

b6

IT-URBRL/AL-QAEDA b7A
CASE AGENT:

b7C

b7E




- ¢

This section provided immunitv to | | and
personnel

| rilized throughout the criminal proceedings
'againsti -

Administrative Suggestions:

b2
b3
b7E




Message Page 1 of 2
From: KALISCH, ELENI P. (OCA) (FBI) b6

Sent: Friday, March 25, 2005 12:42 PM bTC

To:| OCA) (FBI)

Subject: FW: Patriot Act Examples

Importance: High
ALL THNFORMATION COMTATINED
HERETIHM IZ UNCLASRIFIED

UNCLASSIFIED DATE 08-29-2005 BY 65179 DMH / JHE 05-Cv-0B45
NON-RECORD

----- Original Message-----

From: |(FBI) b2

Sent: Friday, March 25, 2005 12:24 PM

To: (FBL) bé

Cci FBI) |(FBI) (FBI); b7e
(FBI)

Subject: FW: Patriot Act Examples b7E

Importance: High

UNCLASSIFIED
NON-RECORD

Example of use of these provisions in aIZPivision criminal case is attached.

----- Original Message-----

From: |(FBI) b2
Sent: Monday, March 21, 2005 2:48 PM bé
To: krBID); |Fa1); |FBD) .
Subject: FW: Patriot Act Examples

Importance: High bTE

UNCLASSIFIED
NON-RECORD

Lets see if we can get some examples.
' b6

b7C

From: KALISCH, ELENI P. (OCA) (FBI)
Sent: Thursday, March 17, 2005 12:07 PM
To: FBI_SAC's; FBI_ADs and EADs
Subject: Patriot Act Examples
Importance: High

UNCLASSIFIED
NON-RECORD

Al

As the Director mentioned at the SAC Conference earlier this week, 16 prowsmns of the Patriot Act are scheduled
to "sunset” at the end of the year. In seeking reauthorization of these provisions, we need to provide Congress

with examples of how these provisions have been helpful to us in all of our programs. The te
I.aml.\mummam.nuhm;nselt" provisions, are located on the OCA intranet website

b2

file://H:\My%20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\exa... ~6/14/2005




L
Message Page 2 of 2

oA

Please review these provisions and submit unclassified examples to me via e-mail no later than Friday,
March 25.

Although examples of all provisions are needed, of particular interest are examples of the following:

Sections 201 and 202 (Expanded Title Ill predicates)

Sections 203 and 218 (Information Sharing)

Section 206 (Roving Wiretaps)

Section 214 (FISA Pen Register and Trap/Trace)

Section 215 (Business Records)

Section 217 (Computer Hacking victims requesting law enforcement assistance)

Although not subject to sunset, Section 213 (Delayed Notice Search Warrants) remains controversial and
examples of the utility of this provision are needed.

In your response, please identify a POC in your office in the event additional information is needed. Thank you
for your assistance.

Eleni

UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED

file://H:\My%20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\exa... 6/14/2005




-y ALL THMEORMATION CONTAINED
' HEREIN I8 UMNCLABZIFIEZED
DATE BB-25-20058 By &517% DMH SJHF D5-Cv-0845

b2 , b6, b7A, b7C, bJE

(1) Section 212 -amended 18 U.S.C. § 2702(b); § 220 - amended 18 U.S.C. § 2703.

Sections 212 and 220 of the PATRIOT Act were utilized| |

b2
bé
b7A
b7C
b7E




Section 220 was used to obtain search warrants for|

I:lev.entually pled guilty to charges of travel with intent to engage in sexual activity
with a minor and sexual exploitation of a minor (18 U.S.C. §§ 2423(b) and 2251(a)) and was
thereafter sentenced to a term of 235 months imprisonment.

bé
bTa

b7C




Message Page 1 of 3

) b2
& T ALT, THFORMATTON CONTATNED

HEREIN I& UNCLASSIFIED bé

Froml |OGC) (FBI) DATE DB-29-EZ005 BY 65179 DME / JHE 05-Cv-0045
Sent: Friday, March 25, 2005 1:03 PM b7C
To: IkCTD (FBN I(OG Y(FBD b7E
Ce: (FBD); OGC) (FBI);
(OCA) (FBI)
Subiject; RE: Quick question on FBI Director testimony for Congress on FISA issue relating to
UNCLASSIFIED
NON-RECORD
| see no issue with this. As written below, it is accurate. In addition, there is no way that anyone could glean what
investigation and/or prosecution this refers to.
----- Original Message-----
From: |CTD) (FBI) b6
Sent: Fridav, March 25, 2005 12:59 PM ‘
To: [oGC) (FBIY;] [oGe) (FBD) b7C

Cc: (FBD)] [TOGC) (FBI); |(OCA) (FBI
Subject: RE: Quick question on FBI Director testimony for Congress on FISA issue relating to

UNCLASSIFIED
NON-RECORD

; jUS; go; ;;IE' from Office of Congressional Affairs._Thev gueried field offices, to include:l for axamﬁles b2

Igﬁj«s that utilize Patriot Act, Section 204, The ase came up as an example. SA

provided below response - below the asteriSKS - which 100ks VERY generic. Probably no issues here but bé
ugnt | would cut you in to take a quick read. Lef __]and myself know if you see any problem with ¢
this. Thanks.

..... O i1l ————
Fromj (FBI) b2
Sent: Friday, Marc , 12:03 PM bé

Toy [TD) (FBI)
Subject: FW: Patriot Act Example

b7E

b7C

b7E
UNCLASSIFIED
NON-RECORD

- 2
----- Original Message----- b

From: FBI) b6
Sent: Friday, Marc ‘08 AM

To! |FBD); | (Far) bic
Subject: RE: Patriot Act Example bIE

UNCLASSIFIED
NON-RECORD

bSs

file://H:\My%20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\exa... 6/14/2005




3

E:E ATT, THMEPORMATTON CONTATHED

Message HEREIN I% UNCLASSIFIED EXCERT Page 2 0f3
. WHERE SHOWN OTHERWISE

b2

bé

----- Original Message----- b2
From; [FBI) b6
Sent: Friday, March 25, 2005 10:50 AM

To: (FBI);| |(FBI) b7C
Subject: FW: Patriot Act Example DATE: 1% 5005

~ 58—
CL[IEIEHJF?%‘L GEL1TS DMH/LD/DEW
REASCH: 1.4 (({C) 05-0w-0845)
UNCLASSIFIED DECLASEIFY OM: 12-08-2030
NON-RECORD

Guys:
This is the emaii regarding the Patriot Act and the Congressional Affairs call | received today.

Can we all get together on this to make sure we are comfortable with it?

- .

----- Original Message----- b7e

From lcoca) (FBI)

Sent: Friday, March 25, 2005 10:17 AM b2
To: (FBIL); FBI) b6

Subject: Patriot Act Example
B7C

ﬁiASSIFIEi b7E

| |- thanks very much for your help this morning.

I:l- thanks for your help!

******************l************************************************************************************************

[y

I Py

b2

Office of Congressional Affairs b6

biC

UNCLASSIFIED

E}ﬁEET -

file://H :\My%20Documenté\WPDocs\LEGISSUES\patriot%20act%20reauthorization\exa. .. 6/14/2005

b7C
b7E

b5
bé
b7C

bl
b2
b7E




|
Message ‘ Page 3 of 3
€ . = B
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

file://H:\My%?20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\exa... ~6/14/2005 '




M SE&ET Paéelof4

essage
RLL INFURMATION CCHTAINED
I:IﬁREII"-I I8 UNCLASSIFIED EHCZEPRT
’I#HEHE EHOWN OTHEEWISE

From: KALISCH, ELENI P. (OCA) (FBI) b6
Sent: Monday, March 28, 2005 7:42 AM b7C
To:| OCA) (FBI)

- - DATE: 05-20-2005

SUb,]eCt: FW: Patriot Act Examp €S CLAZSTFIED BY 65179 DMH/JHE 05-CW-0
REAECH: 1.4 (C)

DECLASETEY ON: 09-20-2030

oo
N
wn

Importance: High

Tasaned

----- Orjginal Message-----

Fromj G2 b2
Sent: Sunday, Marc P 2:15 PM bé

To: H, ELENI P. (OCA) (FBI) -

Cc: (FBI); | (FBI)

Subject: FW: Patriot Act Examples b7E

Importance: High

U ED b2

N D |: 5 :' bé

Hi Eleni o b7C

| am the| | and am the the POC for this. Set forth below is an e-mail which | sentto all SAs g
soliciting further examples. As a a result of response from SAs, | have the additional information.

Sections 201 and 202 1 bl , b2, bIE

Section 203 | led this in all of our 315 investigation. It is difficult to quantify the extent P2
to which we have made use of this. bIE

Section 218 - Agal ic ie Aifficult to quantify, but since the enactment of the Patriot Act we have utilized a FISA
on approximately T investigations. The "significant purpose" language was utilized in each of these.

Section 206 - | believe this haél:bseélln used Jr;: 315:; investigations. b1
Section 214 - The pen register FISA has been used approximately , I: S :I b2
b7E

Section 215

Section 217 “ l: S :I |: S :|

Section 213 - We have hani lééarch warrant in a criminal investigation. We reported this previously
about 2 years ago we whe Xecuted the warrant.

t me if you need more information.

b2

----- Original Message-----

From:l (FBI) b6
Sent: Thursday, Marc 05 5:43 PM b7C

To: UPERVISORS: GENTS

Cc: (FBI) SE,KEET b7E
Subject: FW: Patriot Act Examples '

Importance: High

file://H:\My%20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\exa... ~6/14/2005




Message 3 ;E T Page 2 of 4

&

Yy

To follow up on the SAC's earlier e-mail to all supervisors which is set forth below and which requests examples
of investigations which might be useful in convincing Congress to renew sections of the Patriot Act which are
scheduled to expire at the end of this year, the following sections appear to be most relevant:

Sections 202 and 202 which expand the criminal Title 3 predicates to include some additional terrorigm statutes
and some computer fraud/hacking crimes (the child

" pornography T-3 from a few years ago doesSTTOT T WITTTT TTTS) |: S :| b1
Sections 203 which expands the sharing of information information obtained in criminal investigations, Grand b2

Juries, and Title 3s with other federal intelligence or law enforcement agency to the extent the information relates ;5
to national securityl Any specific examples where we achieved
some notable result shou e reported o me. |: S :I

Section 218 - This section amended the FISA statute to allow for foreign intelligence to be a "significant purpose"
of the authority sought. In conjunction with section 504, this also allows us to consult with federal prosecutors
without placing FISAs at risk. , Since this applies to all FISAs obtained since 10/26/01, | will obtain the number of bl

these we have had since that time. B2
Section 206 - roving FISA coverage which authorizes interception of facilities ag yet unknown if the subject's b7E
actions may thwart electronic surveillance. | recall that this has been used - n,,a,,quad 4 case, but do not

recall other instances. Please advise me if we have used on other occasions. @~

Section 214 - FISA pen register and trap/trace - This change modified the standard for obtaining FISA pen
registers and added required language relating to the 1st Amendment - | will get the responsive numbers for this

from ELSUR
Section 215 - FISA for business records - Plllql:l-a e advise me if bl
we have used this technique. j

b2

Section 217 - law enforcement monitoring of computer trespassers - This section is a technical amendment to the bTE
computer hacking statute and allows us to conduct electronic surveillance of the intruder with the consent of

owner of the computer system. Please advise me of any situations

where this has been used. |: E :I |: S :|

Section 213 - delayed notice criminal search warrants - ona di‘ug”i'n;estigation; and it
was reported previously and was included in materials previously reporied to Congress. Any other examples
should be brought to my attention.

Any information regarding these should be forwarded to me as soon as possible, and any questions should be
directed to me.

----- Original Message-----
From:i kFBI) . b2
Sent: Thursday, March 17,2005 10:54 AM bé

To{ |SRAs;[ ]SUPERVISORS

Cc:| (FBI) b7C
Subject: FW: Patriot Act Examples
Importance: High

from e SEQRET

Please assist|:|in coordinating a response for this important matter.

b7E

bé
b7C

file://H:\My%20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\exa... 6/14/2005




Message EI :T Page 3 of 4

E]

From: KALISCH, ELENI P. (OCA) (FBI)
Sent: Thursday, March 17, 2005 9:07 AM
To: FBI_SAC's; FBI_ADs and EADs
Subject: Patriot Act Examples
Importance: High

Uneassied
All:

As the Director mentioned at the SAC Conference earlier this week, 16 provisions of the Patriot Act are scheduled
to "sunset" at the end of the year. In seeking reauthorization of these provisions, we need to provide Congress b2
with examples of how these provisions have been helpful to us in all of our programs. The text of the Patriot Act

rmmﬂmuammma' provisions, are located on the OCA intranet websitel |

Please review these provisions and submit unclassified examples to me via e-mail no later than Friday,
March 25.

Although examples of all provisions are needed, of particular interest are examples of the following:

Sections 201 and 202 (Expanded Title Ill predicates)

Sections 203 and 218 (Information Sharing)

Section 206 (Roving Wiretaps)

Section 214 (FISA Pen Register and Trap/Trace)

Section 215 (Business Records)

Section 217 (Computer Hacking victims requesting law enforcement assistance)

Although not subject to sunset, Section 213 (Delayed Notice Search Warrants) remains controversial and
examples of the utility of this provision are needed.

In your response, please identify a POC in your office in the event additional information is needed. Thank you
for your assistance.

Eleni

SENRET

file://H:\My%20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\exa... ~6/14/2005




M EE f Page 4 of 4

essage

- - 2

UNC IED
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- ALL INFORMATION CONTATINED
% HEREIM I8 UNCLABSSLFIED

WHERE SHOWM OTHEREWISE
From: KALISCH, ELENI P. (OCA) (FBI)
Sent: Friday, March 25, 2005 4:49 PM
To:l focCA) (FBI)
Subject: FW: Patriot Act Examples

Message EE T Page 1 of 3

BEACEPT

bé

b7C

DATE: 09-20-2005
CLASSTIFIED BY 65179 DMH/JHF 05-0W-0845
REAZOM: 1.4 ()

Importance: High

SEN utu IFIED DECLASSIFY OM: 03-20-2030
NON-R

b6
[ winfitrightin. b7C

From: |FBI) bz
Sent: Friday, March 25, 2005 4:12 PM bé
To: KALISCH, ELENI P. (OCA) (FBI);| |(CD) (FBI) b7C
Subject: FW: Patriot Act Examples

Importance: High b7E
SENSI IFIED

NON-|

Eleni- Here is the response from|:| [ think it is important to note that , even though our realitivly small division

has not used all theM.mhﬂ.Df/ the i it is important to have th tools available to us. points

of contact are SSA SS nd/o b2

————— Original Message----- ' b

From:| [FBI)

Sent: Tuesday, March 22, 2005 9:30 AM b7C

To: (FBI)

Subject: FW: Patriot Act Examples b7E

Importance: High

SENS IFIED

NON-

|:| Here is the Cl-1 response regarding the Patriot Act sunset provisions:
bl
b2
b5
bé
b7C
b7E

file://H:\My%20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\exa... 6/14/2005




Message ET Page 2 of 3

A

| hope that all makes cents (opps sense). I:l

_____ Orl i ———— b7C
From: |(FBI)

Sent: Thursday, March 17, 2005 12:36 PM

b6

Iod keeD: | [eD) [(==301 |
| [(Feny] [Feny] = T »2
(FBD)§ [(FBDl (=300 [(FBTY: 1 |
[ [(FBDY] _ e . (FBD);] [(FBD); bé
(G2 [(FBT]] (FBI)] I b7C
[FBD);] [(FBI);] . IFED | ;
(FBIY); [FBT)] G29E [FBI) P7E
Subject: FW: Patriot Act Examples

Importance: High

u S D
If you have any example, let[|know by 3/23/2005. e
I:l- Please coordinate our division's response and note 3/25/2005 deadline to FBIHQ.. b7C

b2 , bTE

From: KALISCH, ELENI P. (OCA) (FBI)
Sent: Thursday, March 17, 2005 10:07 AM
To: FBI_SAC's; FBI_ADs and EADs
Subject: Patriot Act Examples
Importance: High

AS D
NO RD

All;

As the Director mentioned at the SAC Conference earlier this week, 16 provisions of the Patriot Act are scheduled
to "sunset" at the end of the year. In seeking reauthorization of these provisions, we need to provide Congress

with examples of how these provisions have been helpful to us in all of our programs. The t
as well as a summary of the 16 "sunset" provisions, are located on the OCA intranet websit b2

Please review these provisions and submit unclassified examples to me via e-mail no later than Friday,
March 25.

Although examples of all provisions are needed, of particular interest are examples of the following:

Sections 201 and 202 (Expanded Title Ill predicates)

Sections 203 and 218 (Information Sharing)

Section 206 (Roving Wiretaps)

Section 214 (FISA Pen Register and Trap/Trace)

Section 215 (Business Records)

Section 217 (Computer Hacking victims requesting law enforcement assistance)

Although not subject to sunset, Section 213 (Delayed Notice Search Warrants) remains controversial and
examples of the utility of this provision are needed.

In your response, please identify a POC in your office in the event additional information is needed. Thank you
for your assistance.

\ SBREET

file://H:\My%20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\exa... 6/14/2005




SERRET Page 3 of 3

Message

NCLASSIFIED

ENSITIVE BUT UNCLASSIFIE

SERRET
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ALL THFORMATION CONTATINED
HEREIN I3 UMNCLASSIFIED

PATRIOT ACT Provision: Section 217 DATE 0B-29-2005 BY 65179 DMH / JHE D5-Cv-0845
CASE Example: Major Case (MC) 216

Discussion:  Investigation identified a computer intruder who used a series of intermediary
computers as an initiating point of subsequent attacks against a main target. The captioned
provision allowed the FBI to contact the victim of an intermediary attack and request that the
victim company or individual create a record of activity. Further, the FBI could obtain consent
from the intermediary victim and monitor criminal activity contemporaniously.

PATRIOT ACT Provision:  Section 206
CASE Example: : Various

Discussion:  Investigations using Title 50 and Title III intercept and search authority have
determined that subjects use multiple accounts. The current process requires multiple orders or
subsequent orders. Implementation of the "roving" provision of Section 206 would reduce
redundant orders and unnecessary delay in monitoring previosuly unknown accounts.




Message Page 1 of 1
From: KALISCH, ELENI P. (OCA) (FBI) bé

Sent: Friday, March 25, 2005 12:44 PM b7C

To: |(OCA) (FBI)

Subject: FW: PATRIOT ACT Sunset Provisions

ALL IHFCORMATION CONTATNED

HEREIN I8 UNCLABZIFIED
%NNSE-E'X%SLDJ—‘—NJ&A_S—S—I—ELE_D‘ DATE DB-22-2005 BY 63179 DMHSJHE D5-Cw-DB45

----- Original Message---—- b2

From: (FBI)

Sent: Friday, March 25, 2005 12:44 PM b6

To: KALISCH, ELENI P. (OCA) (FBI) b7C
caif |(FBD)] | (FBD)] kesD)] |

(FBD)] [FBI);] |(FBD);] [FBI) b7E
ubject: PATRIOT ACT Sunset Provisions

SENSITIVE BUT UNCLASSIFIED

NON-RECORD b6
Reference: Electronic Mail communication between receiver and ASAd:ldated, 03/17/2005, Subject: ~ b7¢
"PATRIOT ACT Examples”
Ms Kalisch,
b6
asked that | forward to you our best, substantive, examples of PATRIOT ACT as a response to the b7C

above referenced communication.

In| we conduct hundreds of information sharing examples through our JTTF partners everyday. It
is daily business for us to properly disseminate information in accordance the sections allowing dissemination of b2
FGJ and other information. -

b7E

The examples attached are specific to our cyber-counterterror experience ir:| Please contact me
for further ciarification or elucidation.

b2

Best Regards, .
SA | bé
I—I_ BIC

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

file://H:\My%20Documents\WPDocs\LEGISSUES\patriot%20act%?20reauthorization\exa... ~ 6/14/2005




Message

A

From: KALISCH, ELENI P. (OCA) (FBI)
Sent: Wednesday, March 23, 2005 5:25 PM
To:| [OCA) (FBI)
Subject: FW: Patriot Act Examples

Importance: High

UNCLASSIFIED
NON-RECORD

From:| [FBI)
Sent: Wednesday, March 23, 2005 5:11 PM

Page 1 of 2

bé
b7C

ALL INFORMATION COMNTAINED
HEEEINM IS UNCLAZSIFIED

DATE 08-29-2005 BY 65172 OMH/SJHE O5-Cw-0845

To: , (FBI) b2

ccf (FBI);| |FBD);| | (FBI); b6

[ (FBI) b7C

Subject: FW: Patriot Act Examples

Importance: High b7E

UNCLASSIFIED

NON-RECORD

Eleni:
b2

Attached is the Division response to your request. Individual examples contain the name of the case b6

agents who will be able to assist you if further information is required. However, you may also contact|:|

| |or 7| | if you require further assistance. b7C
b7E

Enjoy your day.
1A |

| ?ivision

From: KALISCH, ELENI P. (OCA) (FBI)
Sent: Thursday, March 17, 2005 9:07 AM
To: FBI_SAC's; FBI_ADs and EADs
Subject: Patriot Act Examples
Importance: High

UNCLASSIFIED
NON-RECORD

All:

b2
b6
b7C
b7E

As the Director mentioned at the SAC Conference earlier this week, 16 provisions of the Patriot Act are scheduled
to "sunset" at the end of the year. In seeking reauthorization of these provisions, we need to provide Congress
with examples of how these provisions have been helpful to us in all of our programs. The text of the Patriot Act,

as well as a summary of the 16 "sunseﬁ" provisions, are located on the OCA intranet website|

Please review these provisions and submit unclassified examples to me via e-mail no later than Friday,

file://H:\My%20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\exa...

6/14/2005

b2




L ___________________________________________________________________
Message Page 2 of 2
March 25.

Although examples of all provisions are needed, of particular interest are examples of the following:

Sections 201 and 202 (Expanded Title Ill predicates)

Sections 203 and 218 (Information Sharing)

Section 206 (Roving Wiretaps)

Section 214 (FISA Pen Register and Trap/Trace)

Section 215 (Business Records)

Section 217 (Computer Hacking victims requesting law enforcement assistance)

Although not subject to sunset, Section 213 (Delayed Notice Search Warrants) remains controversial and
examples of the utility of this provision are needed.

In your response, please identify a POC in your office in the event additional information is needed. Thank you
for your assistance.

Eleni

UNCLASSIFIED

UNCLASSIFIED

file://H:\My%20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\exa... 6/14/2005




T

Messag

From: KALISCH, ELENI P. (OCA) (FBI)
Sent. Eri 25 PM
To: OCA) (FBI)
Subject: FW: Patriot Act

U D

N

----- Original Message-----

From: |(FBI)

Sent: Friday, March 25, 2005 5:14 PM
To: KALISCH, ELENI P. (OCA) (FBI)

Cc{

(FBI).

Subject: Patriot Act

UN

Page 1 of 2

bé
b7C
DATE: 02-21-2005
CLASSIFIED EY S030% AUC TAM/MLT/JHF 05-Cv-0845

BEAZON: 1.4 ()
DECTARSTRY OM: M9-21-2030

bé
biC

b7E

ALL TIMNFORMATION CONTATIMED
ED HEREIN I8 UNCLAZSIFIED EXCERT
_REC WHERE ZHOWN

QOTHERWIEE

On behalf of theIIlDivision SAC, hereis theIZlDivision response to your Patriot Act request:

Section 201/202 (Tlll predicates

The

Division

Section 203 (Information Sharing)

15

the expanded predicates to obtain a Title III. bl , b2, b7E

i8]

b2
b7E

bl
b2
b5

Section 218 (FISA)

Section 206 (Roving Wiretaps)

The

Section 214 (FISA Pen/Trap)

g

bl

the roving wiretap authority under this section. b2

b7E

standard
section.

Some of the Pen/irap

has utilized th

file://H:\My%20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\exa... 6/14/2005

S may have notrisen to the level of justification required under the ol
itign, the

[ |has obtained a FISA penftrap i
JIncluding the renewal orders.

Section 215 (Bus;ngsl Records)

I:lrecently submitted

d “electronic communications” portion of this
n nvolving electronic communications, with a total of

(5]

FI|:8§ fusiness Records request in an FCI investigation, but has not yet

SECRET

bLTE

b2
b5

b7E

bl
b2
b7E

bl
b2
b7E




TT
Message ‘ Page 2 of 2.

“ A

received the results of the request. This Business Records request would not have met the pre-Patriot Act
standards and would have been unavailable without this section.

Section 217 (Computer Hacking)

b2
b5
b7Aa

L7E

b2

If you need any additional information Eleni, do not hesitate to call.
bé

biC

h7E

UNC IED
N

All:

As the Director mentioned at the SAC Conference earlier this week, 16 provisions of the Patriot Act are scheduled
to "sunset” at the end of the year. In seeking reauthorization of these provisions, we need to provide Congress

with examples of how these provisions have been helpful to us in all of our programs. The te
as well as a summary of the 16 "sunset" provisions, are located on the OCA intranet website

b2

Please review these provisions and submit unclassified examples to me via e-mail no later than Friday,
March 25.

Although examples of all provisions are needed, of particular interest are examples of the following:

Sections 201 and 202 (Expanded Title Il predicates)

Sections 203 and 218 (Information Sharing)

Section 206 (Roving Wiretaps)

Section 214 (FISA Pen Register and Trap/Trace)

Section 215 (Business Records)

Section 217 (Computer Hacking victims requesting law enforcement assistance)

Although not subject to sunset, Section 213 (Delayed Notice Search Warrants) remains controversial and
examples of the utility of this provision are needed.

In your response, please identify a POC in your office in the event additional information is needed Thank you
for your assistance.

Eleni

file://H:\My%20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\exa... ~6/14/2005




SERRET
DATE: 08-21-Z005

CLABSTIEFTED BY £517% DMH/JHF I5-Cw-0845

AL THEORMATTON CONTATHED
‘HREFTN Is UNCLAZETIFIED EXCERT
WHEFRE ZHOWN OTHERWISE

AZON: 1.4 ()
DECLABSIFY OM: 09-Z21-Z030

b2
PATRIOT ACT EXAMPLES RELATED TO SUNSET PROVISIONS

(&) FBI| DIVISION

bT7E

Sections 201 and 202 (Expanded Title Ill predicates)

examples

Sections 203(b) and (d) (Information Sharing)
I:E:I } [examples

Section 204 - Clarification of Intelligence Exceptions from Limitations on Interception and
Disclosure of Wire, Oral and Electronic Communications

: pxamples
[ 51 Section 206 (Roving Wiretaps) b1
examples bz
b7E
|: S :' Section 207 - Extended Duration for Certain FISAs
) examples
I: E :I " Section 209 - Seizure of Voice Mail with a Search Warrant
examples
l: S :I " Section 212 - Emergency Disclosures of E-mail & Records by ISPs
b2
' b6
b7A -
b7C
b7E
Section 214 (FISA Pen Register and Trap/Trace)
FISA pen register and trap/trace authority has been used
b2
b7E

SEP‘QET 1




3

Section 215 (Business Records)

Section 217 - Interception of Computer Trespasser Communications

The following examples are of occasions during which victims invited the FBI into a
protected computer to monitor a computer trespasser's communications:

bl
b2
b7E

1

2) The victim in a criminal computer intrusion case allowed consensual real-time
monitoring of his home network in an attempt to intercept the subject intruder's online
activity (data). As it turned out, the subject never returned and connected to the victim
wireless network, but the FBI did eventually search and seize computers from both the

subject's vehicle and residence.

g

2 SEI;KET

b2
b5
b7E

b2
b6
b7a
b7C

bL7E

b2
b7A
b7E




SECRET
b2
b7A
b7E
Section 218 (Change of Primary Purpose/Iinformation Sharing)
Following are two examples of cases in which personnel involved in a FISA consulted
with law enforcement officials in order to coordinate efforts to investigate or protect
against attacks, terrorism, sabotage, or clandestine intelligence activities. This was
accomplished because the "wall" between criminal and intelligence investigations was
eliminated. These examples are being provided as they may relate to the change in the
purpose standard for FISA authority:
1 J
bl
b2

b7E

&)

Impact of the Patriot Act:

¥

18]

5]




SERRET

During a national press conference on the day of the indictment and arrests of the
subjects of this case, then Attorney General John Ashcroft described this case as a
landmark investigation and prosecution. Former Attorney General Ashcroft also heralded

|and RICO prosecution as a new method of attacking terrorism b2

following the passage of the Patriot Act. b7E

2) In a pending international terrorism case, the FBI has been able to coordinate with
ICE and with local intelligence officers in an effort to arrest/detain an international
terrorism subject for eventual deportation. This case involves ongoing declassification of
FISA derived information to be used in the criminal case. The change in the purpose for
the FISA authority has allowed coordination between the criminal and intelligence
investigations in this case.

Section 220 - Nationwide Search Warrants for Electronic Evidence

The FBI has used Section 220 in numerous innocent images criminal cases to obtain
search warrants with nationwide jurisdiction to compel the production of information held
by service providers in other districts or states. The information acquired from these
nationwide search warrants provided evidence that the subjects were in possession of
child pornography. On at least one occasion, a judge repeatedly refused to sign the
nationwide search warrant because he believed this provision only applied to terrorism
related matters. Ultimately, however, the FBI obtained the search warrant in this case
from another judge.

Section 223 - Civil Liability for Certain Unauthorized Disclosures

gfﬂples

Section 225 - Immunity for Compliance with FISA Wiretap

lexamples b1
:I ' b2
Section 213 (Delayed Notice Search Warrants)--Not subject to sunset bTE
Examples

srz?égr
4




Message Page 1 of 1
From: (DO) (FBI)
Sent: Friday, March 25, 2005 2:19 PM b2
To |OCA) (FBI) e
Subject: FW: Division's Response Re: Patriot Act Examples o
C
UNCLASSIFIED b7E
NON-RECORD ALL THECREMATION CONTATNED
- HEREIN I8 UNCLASSIFIED
DATE DE-29-2005 Bi B179 DMH SJHF D5-CW-0B45

FYI...
----- Oriainal Messane-----
From: |FeI)
Sent: Friday, March 25, 2005 2:18 PM
To: FBI)] |(DO) (FBI) b2
Cc: (FBI); FBI)
Subject:| |DiVIsion's Response Re: Palriot Act Examples bé

L7C
UNCLASSIFIED
NON-RECORD b7E
Please find attached:bivision's response to the e-mail dated 03/17/2005, b2
requesting submission of unclassified examples of the Division's use of Patriot Act b6
provisions.

b7C
oint of contact (POC) for additional information is| | b72

telephone number|

Apbproved By:

|

rSenf Ry:
IJ b2

Legal Unit be

| b7C

b7E

UNCLASSIFIED

UNCLASSIFIED
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Message Page 1 of 7
b6

T
*

From: KALISCH, ELENI P. (OCA) (FBI)
Sent: Friday, March 25, 2005 2:53 PM o
To OCA) (FBI PR

Suiject: FW: Patriot Act Examples ) (FBD D S i/ oue  05-cy—084s

biC

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

From: Caproni, Valerie E. (OGC) (FBI)
Sent: Friday, March 25, 2005 2:51 PM
To: KALISCH, ELENI P. (OCA) (FBI)
Subject: FW: Patriot Act Examples

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

| think this is in response to a tasking from you.

From: BEREZNAY, TIMOTHY D. (CD) (FBI)
Sent: Friday, March 25, 2005 2:48 PM

To: Caproni, Valerie E. (OGC) (FBI)
Subject: FW: Patriot Act Examples

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

From: GUERIN, RONALD T. (CD) (FBI)
Sent: Thursday, March 24, 2005 8:49 AM
To: BEREZNAY, TIMOTHY D. (CD) (FBI)
Subject: FW: Patriot Act Examples

SENSITIVE BUT UNCL ASSIFIED
NON-RECORD

If you need more specifics let me know.

From: (CD) (FBI) bé
Sent: Wednesday, March 23, 2005 1:44 PM
To: GUERIN, RONALD T. (CD) (FBI) b7c

Subject: RE: Patriot Act Examples

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Rudy,

One addition for 3A:

file://H:\My%?20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\exa... ~ 6/14/2005




Message Page 2 of 7
. ] b2

b7E

----- Original Message-----
From: |(CD) (FBI)

Sent: Wednesday, March 23, 2005 1:26 PM b6
To: GUERIN, RONALD T. (CD) (FBI)

Cc:l?WJ(CD) (FBI) b7C
Subject: RE: Patriot Act Examples

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Rudy,

CD-3A response:

b2
b7E

bé

From: |(CD) (FBI)
Sent: T, 2005 11:00 AM b7C
To: INSD) (FBI) |(cD) (FBI)| [cD) (FBI);

I KCD) (FBI); [(SecD) (FBI)
Cd [(cD) (FBI)
Subject: FW: Patriot Act Examples
Importance: High

UNCLASSIFIED
NON-RECORD

Per Rudy's request below, we've been asked to review the below identified sections of the
USAPATRIOT act that are scheduled to be sunsetted this year. OCA wants to know
whether FBI has used these sections. Many of the sections exanded upon Title III wiretaps,
but several of the sections may have impacted 3A cases such as Sections 206, 207, and

214. Can we identify any cases or circumstances in which we've used one or more of these
sections? If so, email Rudy, no later than Thursday, unclassified versions of such examples.

b5
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Message b5 Page 3 of 7
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Message Page 5 of 7
' b5

From: GUERIN, RONALD T. (CD) (FBI)

Sent: 005 10:43 AM
To: ﬁco) (FBD)] (CD) (FBI); |
[ Ioyoesn [CDY (FBD)] CD) (FBL);

| {(CD) (FBI)| (CD) (FBI)
Subject: FW: Patriot Act Examples

Importance: High

bé

b7C

UNCLASSIFIED
NON-RECORD

Any examples where we utilized the provisions of the Patriot Act? | know in 3D we have several,
but we might have others as well. Note the deadline.

From: BEREZNAY, TIMOTHY D. (CD) (FBI)

Sent: Monday, March 21, 2005 10:19 AM

To: DONNER, MICHAEL A. (CD) (FBI); DESLAURIERS, RICHARD (CD) (FBI); GUERIN, RONALD T.
(CD) (FBI); FAVREAU, KEVIN (CD) (FBI)

Subject: FW: Patriot Act Examples

Importance: High

UNCLASSIFIED
NON-RECORD

Pls canvas your troops and provide examples to me by noon Thursday.
----- Original Message-----

From: SZADY, DAVID (CD) (FBI)

Sent: Monday, March 21, 2005 8:01 AM

To: BEREZNAY, TIMOTHY D. (CD) (FBI); ANDRESS, BEVERLY (CD) (FBI)

file://H:\My%20Documents\WPDocs\LEGISSUES\patriot%?20act%20reauthorization\exa... 6/14/2005




Message : Page 6 of 7

Subject: FW: Patriot Act Examples
Importance: High

UNCLASSIFIED
NON-RECORD

| know we have wxamples such as Rudy'sl b2

————— QOriginal Message----- b7E
From: KALISCH, ELENI P. (OCA) (FBI)

Sent: Thursday, March 17, 2005 12:07 PM

To: FBI_SAC's; FBI_ADs and EADs

Subject: Patriot Act Examples

Importance: High

UNCLASSIFIED
NON-RECORD

All:

As the Director mentioned at the SAC Conference earlier this week, 16 provisions of the Patriot Act
are scheduled to "sunset" at the end of the year. In seeking reauthorization of these provisions, we
need to provide Congress with examples of how these provisions have been helpful to us in all of

our programs. The text of the Patri " re
located on the OCA intranet websit

Please review these provisions and submit unclassified examples to me via e-mail no later
than Friday, March 25.

b2

Although examples of all provisions are needed, of particular interest are examples of the following:

Sections 201 and 202 (Expanded Title lil predicates)

Sections 203 and 218 (Information Sharing)

Section 206 (Roving Wiretaps)

Section 214 (FISA Pen Register and Trap/Trace)

Section 215 (Business Records)

Section 217 (Computer Hacking victims requesting law enforcement assistance)

Although not subject to sunset, Section 213 (Delayed Notice Search Warrants) remains
controversial and examples of the utility of this provision are needed.

In your response, please identify a POC in your office in the event additional information is needed.
Thank you for your assistance.

Eleni

UNCLASSIFIED

UNCLASSIFIED

file://H:\My%20Documents\WPDocs\LEGISSUES\patriot%20act%20reauthorization\exa... ~6/14/2005




Message Page 7 of 7

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
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Message
s bé

P b7C
From: KALISCH, ELENI P. (OCA) (FBI)

Sent: Thursday, March 17, 2005 12:11 PM
Tog [OCA) (FBI)
Subject: FW: Patriot Act Benefits to| [[Investigation

SENSITIVE BUT UNCLASSIFIED bz , b7A, b7E
RECORI[

; ;ave sent out my All SACs e-mail and will forward responses to you. Here is the first :-) bé
Thanks,

Eleni b7c

: b2
----- Orjainal Message-----

From: (FBI) b7E
Sent: Thursday, March 17, 2005 11:55 AM

To: KALISCH, ELENI P. (OCA) (FBI)

Subject: FW: Patriot Act Benefits to|:|1nvestigation

SENSITIVE BUT UNCLASSIFIED b2 , b7A, bIE
RECORD

Eleni,

Are you need of the below information?

b7C

----- Original Message----- b7E
From: PARENTI, DREW S (DO) (FBI)

Sent: Thursdav, March 17, 2005 11:50 AM

To: (FBI)
Subject: RE: Patriot Act Benefits tg Investigation

SENSITIV SSIFIED
RECORD

b2 , b7A, b7E

Page 1 of 3

Not sure where that came form. The AD of OCA, Eleni Kalisch, is compiling specific examples of where the

“"sunsetting" provisions of the Patriot Act have assisted our investigations.

-Drew-

From (FBI)

Sent: . 7 5 11:43 AM
To: PARENTI, DREW S (DO) (FBI)
Subject: FW: Patriot Act Benefits td [nvestigation

SENSITIVE BUT UNCJ] ASSIFIED
RECORD

b2 , b7A, b7E

file://H:\My%20Documents\WPDocs\LEGISSUES\patriot%20act%?20reauthorization\exa...
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bé
b7C
b7E
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Message

Drew,

Page 2 of 3

In the ADIC's morning meeting there was discussion that you were putting together talking points for the

Director ref the Patriot Aﬁlezﬁr
r f

conversation with either| o]

ITmTI:rI_LI

- =----0Original Message-----

From]

[FBI)

below and let me know if this helps. Feel free to have a direct
it will benefit your research. Thanks

b2
bé
b7C
b7E

Sent; Thur March 17, 2005 11:17 AM
To: FBI)

Subject: FW: Patriot Act Benefits tg Investigation

SENSITIVE BUT UNCLASSIFIED b2 . bIA, BIE
RECOR

Here are the bullet points you requested. b2
-----Original Message--+-- i bE
From:| (FBI)

Sent: Thursday, March 17, 2005 10:21 AM b7C

TO’ I(FBI) L7E

cc:| [FBI)

Subject: Patriot Act Benefits to| anestigation

SENSITIVE BUT UNC| ASSIFIED

b2 , b7a, b7E

RECORD|
Y |
[r-3 b2
‘Desk)
Cell) b6
b7C
b7E
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SENSITIVE BUT UNCLASSIFIED
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